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SLOKET/NIWORN
(L) Commterterronsm Policy Gande

(L) General Information
(17) Questions or comments pertanmg to thas polhicy guade can be durected 10
(LAFOUO) Federal Bureau of Investigation Headquanters/Countertermonism Division, Division 13
(L1 Othce of the Assistant Dhrectos

(LWFOUO) Dywvision pomt of contact: Unat chuef. Pohcy and Compliance Unit, accessible via
Outlook e maul at

(1) Supersession Information

(U/FOUO) Thas policy pude supersedes the Counterterrorism Policy Guide pohey directive
(0494D) and the Counterterrorism Policy Guide (0494PG)

(L) Tias document and its contents are the property of the FBI 1t the document or 11s contents
are provided to an outside agency 1t and 11s contents are not to be distnibuted outside of that
agency without the wniften pemussion of the unt or mdivydual(s) bisted in the contact section of
thus policy guade
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4.1 (U) C ounterterrorism Program Baseline Collection Plan

4.13.1. (L) Intelligence Collection and Reporting Strategy

(U/FOUO) In an effort to standardize mnformation and mtelligence collechon. as provde
mvestigatsve gudance for both DT and IT vestigations CTD has established a0 sroestigative
framework collectively referred to as “basehne collection ™ The purpose of bs -
to pnde mnvestigators in obtanng intelligence and using wvestigative methods
ﬂthTmHmﬂpmﬂaﬂcﬂMngwﬂ-ﬂﬂ
hmghﬂrﬂﬂahﬂpmhdﬂhmhmwh
relevant. and consistent with the DIOG dunng an assessment or predacated w

(U//FOUQ) Baseline collection was established 10 provide programmatc terms of
mcmﬁ:ﬂmmm&wﬂ#-muﬁ "' om
can help prevent gaps in mvestgative efforts FOs are remanded that all mvestigatve f;_ :
subyect to the AGG-Dom and the DIOG The least mtrusive means of mvest i_:;"’x_
mhmm&mum&*nhm-H = methods m
the DIOG). Baselne collection 15 mtended to serve as 2 pude through the : .,T__ _-
stages. Emmm!hw-tu&_ﬂ-# omtamed
the baseline collection pertamns to a specific assessment or mve e

muwm“--“ . :r_,:t' :
CTD program manager

msmm;wnymmm “ '1 f-..___ s dumg
requued for review, 1 accordance with DIOG s 14
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& mformation and mtellipence collection. baseline collection wall help o establish a foundation of

mtelligence upon which the FI31 may base the decision to continue or close an assessment o

(UFOU0) Baselme collection wtems are n no particular ovder Furthermore. mformation not
called fin by basehne collection may also be collected if legally peyamssible. practical | and
redevant to the mvestigabion  Baseline collection also wvolves consideration of the credibnlity of
the ongnal mformanon o source of mformation i terms of predhcanon 1f the credibality of the
ongmal information o1 sowrce 15 ever substanhally questioned, any further investipation based
upon the mformanon o source must be reevaluated to determune whether predication continues
to exsst. No mvestipanve method will be used of mformation s developed that sigmibicantly
undenmnes the purpose or predicaton of the assessment o investipation

(UFOU0) Thas standardized approach 1o all CT wvestigations will allow CTD and FOs to more
effectively and efficiently manage CT mvestgatons CTD wall mantan an open dialopgue with

all FO CT supervisors i order to wdentfy mtelligence gaps. provide pindance and
recommendations. and ensure all availlable CTD resowrces are appropnately utihzed i each

mvestigaton
4.3.2 (1) Assessments

(U/FOUO) In CT Type | & 2 assessments. inveshigators may. when relevant to the purpose of
the assessment, collect the informanion that 1s necessary to answer the questions detaled below
m Category A (refer to subsechion 5 3 of thus PG for a hist of authonzed methods) The
assessment may continie untl factual wformanon 15 developed that wammants opemng a
predicated imvestigaton or until a judgment can be made that the tarpet does not pose a terronsm
or cnomnal threat Assessments may not remain open solely to collect more information 1f the
purpose of the assessment has been aclueved or 1f the information 1s not necessary to aclueve the
purpose. See DIOG Section 5 for additonal information regarding assessments

(U/FOUD) In CT Type 1 & 2 assessments. there are also specific. mandatory baseline collection
requurements Refer to Policy Duective (PD) 0649D. Mandatory Baseline Collection During
Cowanterterrorism (CT) Assessments. for a discussion and hist of these requirements

43211 (L) Category A Questions

(LY FOUO) To answer the Category A questions accurately. database checks will be necessary
This information 15 to be collected. if 1t can be done, with the methods authonzed durning an
ASSeSEIent

(U) Note: Nanonal secunity letters (NSL) and adnumstrative subpoenas are not
authonzed dunng an assessment. Grand jury subpoenas (GJS) are limated to subscriber
mformation only for Type 1 & 2 assessments. See DIOG section 18 59 Invesngative
Method Grand Jury Subpoenas — providers of electronic commumication services or
remote computmg services for subscniber or customer mformation

(LUWFOUO) Category A questions are
1 (UYFOUO) The subject s full. legal name and ahases f anv

14
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(1) Note mm.ﬂumﬁnmmuﬂd
last nammes in the same mannes as the Unmed Staes mq*m
checks of each of the known names pat i the posttion of the last name

(LIFOUO) The subgect s date and coutry of barth

(UMFONO) A determnanon of the subyect s Unsted States pesson (USPER) stabes Refer
10 Appendix G [SECRET/NOFORN document] of the 150G

(UAFOLIO) The sulyect’ s passport member(s) and country of sssuance
(UIFOUO) The subject s social secunty mamber (SSN) (of the subgert s an USPER) and

any other unque dentifying muambers relevant (o database cherks (e g adlen sepstratecs
number and dnver s license number)

(U/TFOUQ ) The subject s telephone number(s) e mail address(es ). and'or other Internet
commumcation media utihzed by the sulbyect

(U/FOUO) The subject s current address and any pruor addsess(es) partscularly of o
appears that the subject recently relocated It will normally be imnecessary 1o ascentas
previous addresses more than five years old

(U/FOUQ) The subject s cumment place of employment and posshon

(LJ//FOUQO) When available identfying information has been obtamed it ooy be used o condct
the checks necessary to answer the following questions These questions are genesally relevant 1o
all CT assessments Only mformation about the subyect that 1s relevant 10 answermg these
questions or otherwise resolving the assessment may be documented m FBI files Employess are
to avord collecting or documenting personal mformation about the subyect that = not relevant 1o
the assessment The questions below are not w any particular order and e not all-mciusve The
least ntrusive means. 1if reasonable based upon the circumstances of the mvestigation s 1o be
considered to answer each question Whale some databases are suggested open sousce
information may also be checked 1o answer these queshons

9

10

11

(U//FOUQ) Has the subject ever been the target of or been refesenced . another FBI
mvestgation” Query the FBI s central recordkeeping svstem. Guardian and/'or the
Investigative Data Warchouse (IDW), or other FBI recosdkecpmg sysiems.

(U//FOUO) Has the subject s cugrent address or place of work been seferenced m othey
FBI investgations” Query the FBI < central recordkesping svstem. [DW. or other FBI
recordkeepmg svstems

(U/FOUQ) Does the sulmect have a cnmumal hestorv (2 comvichon or an amrest) that =
relevant to the assessment s purpose” Profit-drmven crimes such as fraud . sdentry thels.
and dealing licit narcotics may be as relevant 1o a CT assessment 25 crames of molence
and'or firearms violations Anv actrve amrest warrant must be noted m the assesament
Query federal state. and local cnmunal law enforcement systems. such as the Natonal
Cnme Informanon Center (NCIC). state Department of Motor Velncles (DMV). and
other local systems
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12 (U/FOUO) s there reason to beheve that the subject has been m telephone contact wath
sulbyects of othey FIVN mvestigations? 1f so, compare the velevant data concermmg, the
subpect 's telephone numbes with FHI databases . and. as appropoate. conduct
link/bmelme analysis Query Telephone Application (TA) IDW . Polans/Clearwates
Data Warchouse System (DWS). and Data Loading and Analysis System (Dal . AS)

13 (L/FOUO) Is there reason to believe that the subyect has been in e manl contact with
subjects of other FBI mvestigations? If so, compare relevant data concerming the

subjpect 's e manl account(s) with FBI databases, and. as appropmate. conduct himk/tuneline
analysis Query IDW, Polans, Clearwater, DWS and Dal AS

14 (U/FOUD) Is there any reason to beheve that the subyect has access 10 hazardous o
explosive matenals™ An indication of such may mclude any special heenses or permuts
(e g . a commercial dnver s hicense [CDL] wath a hazardous matenals | Hazmat |
endorsement) that authonze the subyect to obtam or possess explosives or other

dangerous matenals

15 (UYFOUO) Is there any reason to believe that the subject has pirchased or 15 hicensed to
possess fireanns o1 other weapons? If so, mun NCIC checks and/or contact local Bureau
of Alcohol, Tobacco. Furearms and Explosives (ATF) representatives or any available
state database n the relevant junsdiction to collect responsive records and information

16. (U/FOUO) Is there any reason to beheve considenng the subject's background
employment lustory, and cnnunal hastory that the subyect has received specialized
traimng or expenence or has knowledge that 15 relevant to the mvestigation (e g nmlitary
service, law enforcement, firearms, explosives, pilot/aviation, scuba diving. engineenng

arclutectural. computer science. pharmaceutical. chemucal ological. radiological.
nuclear. or sumular subjects)?

17 (U/FOUO) Withan the past vear has the subyect traveled abroad to a country(ies)
relevant to the assessment” Query the TECS. Awline Reporting Corporation (ARC).
DOS ‘s Consular Consolidated Database (CCD). and/or a DOS hason requesting an
USPER subject s passport application hustory

18 (LU//FOUOQO) Does the subject live alone or with another adult(s)? If the subyect lives with
another aduli(s). 1s there any reason to believe said adult(s) 15 mvolved with the marter
under assessment”

19 (LW/FOUO) For a subyect wath an intemational nexus, does the USIC have any relevant
mformation about the subject” Query the FBI s central recordkeeping system. Guardian,
IDW . the National Counterterronsm Center (NCTC) Onhine. a DOS liason (non-
USPERs= only) and/or other USIC databases

(U/FOUD) Note: The appropnate CTD program management umt can assist i seelang
mformation from foreign wntelhigence law enforcement agencies Contacting foreign
agencies 1s a relanvely muusive step because 1t reveals the FBI's miterest in the subject,
especially if that subject may travel to that foreygn country m the future. Accordngly.

16
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4.5, (1) Counterterrorism Disruptions

(U//FOUO) The disruption of a predicated CT mvestigation occurs when 2 del
enforcement or intellipence action alters or impedes the nomal and effect

mdividual a group, mmnmmw-“
preparation for, or support thereof CT disruptions may only be clamed m
WNWMWMH-HW

4.5.1. (U) Disruption Strategy
(U//FOUO) The long-term goal of a DT or an IT wvestig;
mgzdmg:ﬂmhufﬂrmmm'w ks
mtelligence prior tﬂmmmm J O mieTesy
pll:llu:safd]r The value of the mtelligence collection 1 relation to the nature and «
mmm&mmﬂnﬂ“i upt 3 subyer
ﬂffmﬂliﬂ}ﬂﬁ:nimpﬁkﬂhyuhnﬂuﬂ 2 el ger
mﬂmﬁmﬁuhmnmm st

4.5.1. (1) Definition of a Couw

(U/FOUO) A CT disruption 15 an affimmative ac "_
hugnmmmﬁﬂlﬂhm '_" zes t
mm&ﬁ,ﬂmlm an CTEanzanon. %
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may clamm the disruption of a grven sulyect as a stabistical accomplishment Any othes office that
makes a sspmficant contmbution to the distuption (e g . serves a warmant or conducts imterviews)
may clamm a disruphion assistance as a statistical trm]:lluhmml In the event FOs disagree as to
whach office wall claim the disruption. the 1ssue must be referred to the appropnate CTD
program management section for resoluton and decision

(U/FOUO) A successful distuption strategy may employ a range of tools to possibly include
amests, deportations, iterviews, o source-dhrected operations to effecuvely disrupt a subyect s
activities. As a best practice, when wamanted, all subject interviews wall specifically address the

subject's actvaties and potental recrutment as a CHS Examples of some mvestigative actions,
short of a crmumal charge. that could disrupt a tervonst subject include

o (U/FOUO) A targeted interview of the subject(s).
»  (U/FOUO) Source-directed activines (e g providing disinformation)

s (LWFOUO) A media campangn to publicize activihes, in accordance with Office of
Pubhic Atfaurs (OPA) policies

» (U/FOUOD) Revoking an imnugration visa
o (UWWFOUO) The serwzure of financial assets
451 (1) Disruption Reporting

Superseded by PD 0523D, Gurdance for Claiming Investigative and Intelligence Statistical
Accomplishments. dated 6/30/2012
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5. (U) Counterterrorism Assessiments

5.1. (1) Purpose of C ounterterrorism Assessments

(U/FOUQ) For the policies and rules regardmg, the conduct of assessments ' refer 10 [DIOC
Section 5

(U/FOUO) A Guardian entry must be completed on all counterterronsm meadents. such as a
threat report or SAR. even when a predicated mvestigation 1s opened In those mstances where 2
predicated matter (P full mvestigation, or ET) 15 opened. a mansmem amount of general
mnformation regarding the matter must be entered mto Guardian. and then the Guardaan lead may
be closed for the purposes of opening the P1/full mvestigation

S22 (L) Tvpes of, and Basic Kales for, CT Assessments
(U/FOUO) FOs and CTD will utilize one of two models when conducting CT assesuments:
1 (U/FOUQ) Guardian-based (Type 1 & 2 assessments)
2 (U/FOUQ) Assessment investgative file-based (Type 3 and Type 4 assesaments)
8.2.1. (U/FOUO) Guardian-Based (Tvpe 1 & I Assessments)

(U/FOUO) Although Guardian 1s not an investigative file management system. ot does track and
manage threats and SARs duning the information collection and lead muhzation penod. as well =
allow for the analysis of trends and panems of threats and suspicious actraty FOs, Legats. and
other FBI entities must enter all reports of actual or potential terronst threats and suspected
terrornist activity occurnng withan the Unsted States or aganst U S mterests abroad mto
Guardian

(U//FOUQ) Generally, items entered into Guardian are those actnantes, incidents. or observations
(including cihzen complants) that may have a nexus to terronsm and may be uihzed o detect,
obtain mformation about. of prevent and protect agamst federal cnmes or threats to the natonal
secunty

(U//FOUQO) An FO must create a Guardian record to summanze the nature of all terronsm-
related threats and/or SARs If the FO opens a predicated unvestigation subsequent o the
Guardian entry. the FO must update the Guardian record witihun the “Dhsposinon”™ tab and
include the predicated investiganion file nurmber m the closmg dispositwon  The Guardian recond

must also be senalized wnto the FBI s central recordk svstem mveshgative file for the
predicated mvestgaton Also. if the FO sends an # the Swategic
Information and Operations Center (SIOC). CT Waich, APPIopnale program

management unit regarding a terronsm-related threat. the FO must enter the event or suspoious
actity mto Guardian (unless 1t 1s alreadv pan of an open mvesthgaton and'or was previously
entered mnto Guardian |

“ (U1 All uses of the word “assessment may be presumed 1o mean an AGG-Dom-sshonized jevel of mveshpasve
actvary . unless indicated otherwnse For further context on meanmngs. refer o Appesshis 5

29
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55 (U)Opening o €T Type | & 2 Assessment

(UHFONIO) The intiation of 2 Type | & 7 msessment by s PO T
Cuardun Formal nonfic ation i not reqpared 1o & respectsve £ *L',_ X
T‘huhdnfhrulmih:ﬁuhﬂd-ﬂﬁﬂﬁ *" erp CTT) praperty
Mﬂmm-m-ﬁm hes B
(UAMFOUO) The opemng of a file based sssrsament pmst be
in accordance with the O,

5.6. (U) Closing of a €1 Assessimeni

(LIFOUO) Pnot w closing a Cuadian based sssesunent 2l rrasorcible

:ﬂd:k&ﬂﬂfﬂhﬂhuuhpﬂ_ﬂﬁﬂil“m 'h_
secunty threat(s ) posed bry the subject m question [f 2 cles and lasteng e 1' |
10 the potential threat, the Casardzan mcident must sclude wm 1ts draposstson 2 ssswes of ™) _.s?-! :
o1 “No~ o the question reparding nexus o tenronsm [f there 5 inefficws el '
adrﬁmuwmdlulmg:hﬂm:ll:ﬁpt-ihﬁ may e ’
“Inconclusive  Use of the inconclusive markmg means tot 2t the e of ¢ g
resources and nvestigative avenues have been exbausted ﬂﬁﬂ“m
conclusively determne whether or not the subyect does or mught = the futwe. posr s e

(U/FOUQ) The closmg of a CT assessment mvestigative file must comtaes 2 cleas satensen)

concerning any identified crimanal Mt]uﬂ-ﬂmmﬂﬂm
fincing that the file no longer serves an athorred purpose

: g
| ',.-"_-‘Jl N
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~ target teonsts use of the virmal realm where a Web site or onlme network of mdividuals 1s the

g target of the mvestgation or where Internet exploitation 1s the pnmary investgative method CT

by ects may use extrenust Web sites or forums to engage m the spread of extrermst 1deology

- and other terronst activity. Coordination with other CT program management umts wall ocour. as

e necessary. to determume the appropnate program management responsibilities. based on the

~ subject’s Intermet activities

. {S/REL TO USA. FVEY) The online targeting of an extrenust Web site or online network 1s

o, considered a sensinve method Therefore, any information regarding the targeting of such Web

I.f sites, the public disclosure of which would reduce the effectiveness of the method. must be

e classified “SECRET//REL TO USA, FVEY." m accordance with NSICG, citation number INV-

20 Thus apphes to details of the method that have not been made public. even when use of the

~ method m general has been officially acknowledged

. 9381l (U/FOUO) Types of Ounline Investigations

i (U/FOUO) Outhined below are gudelnes for when an investigation will be handled as an online
Questions and consultation may be dwrected to CITU when a determunation. based

] 'i‘wmqilmmh:mwmrn
h'*"' m (S'REL TO USA. FVEY) Extremist Forums and C hat Rooms

wmmm::mmhcmdmmﬁprﬁcdmﬂ

s that use Intemet forums, chat rooms. bulletin boards. blogs, servers. and Web
1o ¢ and recrut members among English-spealang audiences 1 Western nations.
“m ‘trend that al-Qa’ida and its Sunm affiliates are attempting to reach non-Arabic-
ﬂ-mnhmmum in efforts to commumicate extremst

iha '_ 1o wmnmm Web sites and forums espousmng
*f“ Hhmlmmadﬁcﬂmﬂwmuf
idus f"'?;m? orgamz and cells. Surveys of extrenust-run forums have
i ned th _! that hﬂmuhhmimﬂhmﬂymﬂuﬂﬂr

L ]

o
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borders of Western nations that are Lapely sdependers of offlime waeracnon or daertson fiom g
traditional wrronst leadershup alnoad .

9.8.1.2. (S/HEL TO USA, FVEY) Forum Administrators o

(SHREL TO USA, FVEY) Online mvestigatsons miay be opened on adesstratoss of [ntemet P
forums that are bemp used o facilitate wternational terronst actraty o schude progagands  Past
nvestigations have demonstrated the admmmstrators of extrenst forums 200 key facdinatons

within foreipn terronst orgamzations The admamstrators are m contact with terrorest medu colls

and couners, as well as the semor leadership of terronst orgamzations Forun admssssteaon

may meclude mdividuals who ereate chat rooms bulletin boards. blogs. servers. and Web astes 1

0.8.1.3. (S/REL TO USA, FVEY) Forum Participants

(S/REL TO USA, FVEY) An investigation may be considered an onlme mvestigation whes of &
primanly based on a subject’s onhne activities and participation with extrensst formms. ciot
tooms, bullehn boards, blogs. servers or Web snies. Forum participants may melude mudendule
whose pnimary actrity includes the development of commmumscations securmty practices and
individuals acting as “virtual couners” for terronst orgamzatsons by pasemg celine swssages
among members or leadershup  Other indrviduals pot mertng these crmena bl wdentafied
through the investigation of extrermst forums or onlne networks st be “spun off ™ for
program management by the appropnate CTD program nanagement umit and FO

0.8.1.4. (U) Use of Online AMethods

(S/REL TO USA. FVEY) An mnvestigation may be conssdered an onlme mveshigahon when o
uses explomnation of the Internet as s prumary method of intellsgence coliection or svesngation.
Examples of such methods mclude the use of online CHSs. onlme covert employees (OCE). or
the electronic surveillance of Internet-based facilities

9.8.1.5. (L) Joint Investigations

(S//REL TO USA. FVEY) An mvestigation may be conssdered an onlme mvestigation whes
opened at the request of a USIC or allied foreign pariner to explost terrorsts ' use of the Intermes. -
As the majonity of the world s Internet mfrastruchue (mcindmg Web ste hostns)) 1 based 2= the ™
United States. 1t 1s anticipated CTD will pursuve opportunities for FISA collection on TS based E
servers when requested to do so. and when 1t 1s appropnately predicated by 2 USIC or alled 2 v 1
foreign partner.

(S/REL TO USA. FVEY) Multiple agencies of the USIC. mcluding the CIA and the Nanosal 1&'
Security Agency (NSA). have robust efforts to explon temonsts™ use of the Intemmet CTD R
actively enpapes these parmers with the mtent of estabhshing and properly leveragme these '
comtacts to enhance FBI mvestigations 2gamst common targets In order to facslsate smibemation
exchanges and leverage allied resources for the FBI m the developmest of jount operations CTD
&x:lumrehhmmhmswﬂhﬂhdfﬁﬁpnﬂhﬂﬂﬂﬂh‘“”” he
mvolving terronsts” use of the Intemnet
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982 (L/HFOUO) Unigue Waoods Procedures for FISA C olledtion

: ] the normal requirements of the _
or FISA collection outhmed m the IO and
subsection 1 5 1 of thas PG, the fo p addimonal Woods Procedines must be followed

when a CTTU -managed. USIC partner FISA package 15 being processed for subomssion (o the
FISC

1 (S/REL TOUSA, FVEY) The FBI declarant (typecally a CITU SSA) for the USIC
package will generally recerve the package via the commumty of interest (COI) or TOP
SECRET (TS) e mal

2 (S/REL TO USA. FVEY) The declaramt must review the package, notmg the specific
pages/informanon related to the FO responsible for the mvestpaton, and send a TS
e-mail to the respective FO_ requesting a imated Woods form for the specific
pages/‘information contaned i the FISA package related to the FO's
mtelhigence mformation

i (S/REL TO USA  FVEY) The FO must review the specihed pages/mformation, venfy
that the facts are accurate. and complete a hmted Woods form with notanons statng the
page number and the specific paragraph and/or information venfied The limited Woods
form must subsequently be sent to the CTTU declaram

4 (S/REL TO USA. FVEY) The information descnbed above must be maintamed in the
FISA Accuracy subfile estabhished tor the captioned wvestigation where the
mtelligence/mformation was denved The information must contain a notatton on whach
FISA package it venfies

(LI/FOUO) Upon completing the four steps above FOs must
« (U/FOUQO) Pnnt the e-mail requestung the hmited Woods form
= (U/FOUD) Pnat the specific pages/'mformation from the FISA package

e (UWFOUD) Antach copies of the documents used to venfy the FO's mformation i the
FISA package

e (U/FOUQ) Artach the sipned. onginal Woods form

e (U/FOUO) Forward the package to the CTTU. who will ammange transnussion to DOJ s
NSD/Ofhee of Intelligence (OI)

9513, (L FOUO) Joint CTDV'C vher Division (CvD) Investigations
(S/REL TO USA. FVEY) Due to the poteninal for overlap regarding investigahons targeting
terronsts’ use of the Internet. CTD and CyD have wmplemented the following procedures

= (SYREL TO USA FVEY) An FO cyber squad must ummediately notify the FO CT squad
upon opemung a Computer Intrusions - Intemational Terronsm (288) mvestgative
classafication) P1 or full invesnganon The CT squad SSA will wdentify a CT special agent
(SA) to mnate an appropnate. parallel CT mvestigation and to serve as a CT POC The
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POC will ensure the bevesagng of all ramona serwity wols
investipation

o (S/REL TOUSA. FVEY) If 2 CT squad determunes cyber actavty
mvestpation the C1 S5A mmst contact the cyber 554 The
cyber apent as a POC Afier collaborating, the cyber squad
if any the mvestigation mvolves cyber termonst mtrusson actrvty
imvestiganon if appropriate [ there s no mtrusson actovity. bt 2
assistance exists, the CT squad may request that the cyber speed open a 7
Support to CT) mvestigation

e (S/RELTO USA. FVEY) All 352 mvestigations mrvolving panallel CTD $15 2
investigations must nclude m the dstnbution Counterterrormm. Attn CXSCITU.

Cyber Division. Atin CNSS mm—-hﬁi-hﬂhm#
mvestigabions 3 E
9854 (S/REL TO USA, FVEY) Ouline Undercover and HUMINT Operations ' i

F
.= -
(S//REL TO USA. FVEY) The requirements set forth m subsection 9 6 of lus PG regadeng S -
national secunty undercover operations apply to all online UCDs mcluding the Net Talon Ve
National Instiatsve (NTNT) (refier to subsection 9 8 © of ths PG) E
b 2

L)

(S/REL TO USA, FVEY) Any IT mvesugation utilzing the undexcover method o mvestipae
online extrenmsts and/or extremmst Web sites. includmg but not howted o forums chat rooms. ™~
blogs. and other Internet technologies must be conssdered 3 semsative crcumstance and wall s
therefore be a Group 1 UCO. Instiation of CT enhne UCOs st be coordmmated weh CITL,

CTUC. and the Natonal Secunty Law Branch (NSLB) mmm—hm o
CITU and CTUC for inclusion into the NTNI (refer to subsection 9 8 5 of thes PG) ) %

984.1.  (U)Deconfliction P

(S//REL TO USA, FVEY) Dunng an online mvestigation, 1t 15 umperatrve fiat the FC
unplement strong source deconfliction measures. Insufficeent deconflsction. combe
chffuse nature of the Internet. has previously resulted m resousces bemg
or collecting on FBI online identities (1 ¢ undercover employess [UCE} € .
already been mvestigated by other FBI offices. the USIC. ﬂ:-ﬂw
Increased collaboration and coordmation regardmg online UCEsOCES'CH
rﬂuhprnﬂumufidfmmndm-dhuhﬁ_
to counter terronists use of the Internet

(S/REL TO USA. FVEY) CTTU 1s the lead unst wathen CTD to deconflsct all satiers
to online 1dentities. The Net Talon database (refer 1o subsectson 9 8.5 of s PG

and operated by CITU. identifies deconflichion needs for the sumevous onkne
momkers of FBI UCEs. OCEs. CHSs. and extrenust Web ssies.
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JUO) An 'may be considered an online investigation when a suspected
h“__m I Iﬂiﬁuﬂhm,dﬁmhﬂmbm&.blop.mmd
1 recrut members. and the investigation 1s pnmanly focused on the
,“# #W."f Web sites and forums espousing such propaganda may
1 process and facilitate the recrustment of mdraduals into domestic
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ation may be- i an online investigation when the matter targets
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e domestic extrenust orgamzations The
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10612, (U/FOUO) Forum Participants £ ‘,—_;.”11 o
(U//FOUQ) An mvestigation may be considered an online mvestigation when @ mattes i
primanly based on the subject's online activities and participation with extrems '”_ St

rooms, bulletin boards, blogs, servers, or Web sites. Forum participants mery i 1‘_
whose primary activity includes the development of commumcations secunty pr
mdrniduals acting as “virtual couners” rnduuuu:un—:-ﬁi_r-

messages among members or leadershap Dﬂ:ﬂﬂ'ﬂhﬁﬂﬂnﬁh“
ﬂcmﬁad&mghﬁcmmd'mhmu““ﬂh
for program management by the appropnate FO and DT program management ot

10.6.1.3. (U/FOUO) Use of Online Methods

mrfﬂ[}ﬂ}ﬁnmmhpummyhmm::m-w-hl_
of the Internet as its prmary method of mtelligence collechon or mvestigation. E
methods nclude the use of online sources, UCEs, ufmmm
facilities.

10.6.2.  (U/FOUO) Joint CTD/CyD Investigations

ﬂjfﬁﬂllﬂ]ﬁ!mhmdhmlmmﬂmmmﬂ-“

. (Ufa’FﬂUﬂ}Upmdrnpﬁhngﬂf:tﬂ:ﬂ:Cmm Domestic Tervonsm
{Eﬂﬂﬂciﬂmﬁcmm}ﬂnrﬁﬂlmv:mhmmﬂﬂ-m
notify the FO DT squad. The DT squad SSA will identify a DT SA to mstiate an
appropnate parallel CT investigation and serve as a DT POC Thﬁl:ﬂﬂ"
leveraging of all nanonal secunty tools to address the targets of the mvestigation. i

¢ (U/FOUOQ) If a DT squad deternmunes cyber activity exasts in 2 DT mveshgation the
SMMW&:}MSS&T&WSEAH“M_!I*W
POC . After collaborating, the cyber squad will deternune to what degree, qh
nvestigation mvolves cyber temmonst intrusion activity, and open a 288K mve 1,_
appropnate If there 1s no mtrusion actnvaty. yet techmcal assistance needs exast. the ‘f,_ |
aqmdmymﬂlhﬂﬂrcyﬁuupﬂnpmalﬂﬂﬂmh:ﬂﬂ“ﬁm ::"r SELER
mveshgation.

« (U/FOUO) All 288G and 288K mnvestigations mvolving parallel DT 1 ', ms pmust
imchude n the distibution Counterterronsm. Afta: DTOU. and Cyber D _1- |
NSCU Each commumcation must dual caption the mvestigation ID “to melode

- -

both the 288 and the appropnate DT classifications. BN =
10.6.3.  (U/FOUO) Online Undercover and Mm -r 2 ‘.:-':.fr £
L ; P o
[UHFDUD}TH:IW:HMI&MH“ '." ierca
operations apply to all onlme DT UCOs. 7 el
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 and coordination regarding
- ry hrﬁmﬁﬂuuﬁﬂ'—mﬂpﬂmuﬂ
m‘!mﬂm'mmm use of the Intemet.

wmﬁmmm for deconfliction of all DT online
y subsection 175 of this PG for more information on the Net Talon




11. (U) Terrorist Watchlisting

111 (U) Watchlisting Basics

M@MJMWW:MHI"M
being terronists. mmm-hTMIﬂ"m-
Temonst Screemng Center (TSC). The submmssion of an mdridual 1o

ﬂwwﬂd&rxﬂwﬂuhm-nﬁﬂhﬂ

(U//FOUO) The USG's consolidated temronst watchlist is 2 cxitical tool fior s erang (1) &t
borders and ports of entry, (2) passport and visa applicants, (3) ascrafi passeny nd c1
members, (4) during federal and domestic law enforcement encounters, or (5)
xuwhcnﬁnhmzmh:hmﬂbumgmm&m The watchhst
mdynmffﬂrmtﬂ&ud:hmd:hmu_tﬂ
and 1t provides instruction on how to respond to the encounter

(U//FOUQ) TREX 15 responsible for ensunng all subjects of FBI terrornsm
appropnately nomunated to, and/or removed from, the TSDB and all ehgible sup :
TREX also ensures that records i the TSDB and supporting systems are modafied a5

appropnate. A nomunation 15 accomplished through the ma;m-ﬂha
modification, or removal to TREX (refer to subsection 11 6 of thus PG).

11.1.1.  (U) The Tervorist Screening Center

mrmﬂun}TheHCwumﬁmmmawwmwm d,
(HSPD-6), which directed the establishment of an orgamization that would consolsdate the L
government’s approach to terronsm screening and provide for the appropnate and L -:i""" 4
terronst nformation w screemng processes The TSC 15 3 nuiltagency entsty adoumstesed by _"f-‘i
FELmththemmmuffnﬂhmgmdmm:lﬂ:mwm

» (U//FOUQ) Consolidating the USG s approach to terronsm screemng.
¢ (U//FOUOQ) Providing for the appropnate and lawful use of terronist sdentsty wmf
IN SCIeeTIng Processes.
« (U/FOUQ) Mamtamng consolidated. thorough. accurate. and corvent i
terronist identities.
« (U/FOUO) Sharing nformation globally and between the federal. state. |
and tnbal law enforcement and itellipence communites. : -
. {Uﬁ'FDUD]Condmnngthm:m:nimw“h . Consty
and applicable U S. laws protecting privacy and civil hiberties. ; '::1' ‘-;r :
(U//FOUO) To ensure the TSDB contains the most thorough. accusate. an reat mforman
TSC personnel review individual TSDB records throughout the w: 1g process. mclu

but not lumated to, ﬂhmdmmﬂm ir-"‘ H'rqi:
encounter with a watchhisted subject. and at the ime a watch "f "

mnquary with a screepung agency.




=l

SLOCRET/NOFORN
(1) Countertenvonism Policy Gande

The TSC receives “wdentifiers” of KSTs from the followmg two somrces (1) the
NCTC mﬂmnﬂﬂ}&lﬂvﬁmh FRI vegarding domestic
teronsts. mclude nographical imformation such as date of buth (DOB), place of buth,
m.ummmuwu fingerponts The identifiers of suspected
tesronsts i the TSDB are deemed “For Official Use Only” (FOUO) and are for watchhsting
purposes only

112, (U) Civil Liberties

(L/FOUO) To protect cival iberties and prvacy . every watchhsting nomination must meet the
watchhisting standard (refes to subsection 11 3 of thus PG) The watchhisting of individuals based
solely on activities protected by the First Amendment. on the race. ethmaity. natonal ongn. or
rehimon of the subyect; or for pohincal or retahatory purposes 1s prolubited  Any proposed
nomanation for watchlisting that involves a SIM (refes to the 1MOG section on sensitive
mveshgative matters) wall be brought to the attention of TSC, CTD, OGC, and DOJ officials, as
iate. FBI personnel must stiive to ensure that the data subnutted 15 accurate, thotough,
and curvent Also. personnel must ensure watchhist records are updated on a timely basis 1o hamt
any potential adverse consequences to watchhisted mdnaduals and to reduce the potential for
msidentification
11.2.1. (1) USPER Status

(LW/FOUD) A subyect’s USPER status does not prevent the subject’'s nommation for entry nto
the TSDB. In accordance with the TSC's Warchlisting Guidance, March 2013 § 3.15
nomunations of USPERs must be made based on information of known reliability or where there
cxists additional corroboration or context supporting reasonable suspicion. To meet these

all FBI nomunations are reviewed by TREX and TSC, which confirm that the
watchhisting standard has been met. While TSDB includes USPER subyects. USPER status may
affect a subject’s export to a particular supported system
11.3. (U) Watchlisting Standard

(U/FOUO) In order to nonunate a subject for entry into the TSDB and all ehigible supported
systems. the FBI must have a reasonable suspicion to believe that the subject 1s a KST or an
authonzed exception. To meet thus standard, the FBI must have “articulable” intelhgence or
nformation which. based on the totality of the facts. and taken topether with rational mferences
from those facts. reasonably warrants a determunation that the subject 15 known or 15 suspected to

be (o1 has been) hﬂwmgly engaged 1n conduct constihmting, 1n preparaton for. m aid of or
related to, temonsm or terronist activities There must be an objective. factual basis for the

nonunator to believe that the individual 1s a KST Mere guesses or “hunches™ are not enough to
constitute a reasonable suspicion that an mndvidual 1s a KST For additional detailed information

on the watchhsting standard, refer to the TSC s Watchlisting Guidance, March 2013, o1 its
SUCCESSOr

(UAFOUO) The DIOG authonzes the mtiation of a P1 based on anv “allegation or mformaton™
mdicative of cninunal activaty or threats to national secunity In order for P1 subjects to be
watchlisted the allegation or information used to predicate the mvestiganon must also meet the

reasonable suspicion standard for watchhishng The DIOG authonzes the imtation of a full
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mvestigation based on an “artculable factual basss™ of possrble crmomal
activity The arsculable factual basis used 16 open a terrorsm fidl mvest
reasonable suspicson standard for watchlisting.

(UIFOUO) Subgects of Guardian assessments are pot 1o be subsmtied 1o TREX for .
not may teronst group of ofgamzation names be nononated for entry mio the TSDB =000
Nommations may not be based on sowce reportng deemed urehable mm
that does not nse to the level of a reasonable suspscion. or an muthorzed exception. soota
sufficient basis w watchlist an mdsvidual The obyective, factual bass Iy 2 R,
mdividual to terronsm or terronst activities 1s also known as particulanzed desogatory gl
mformation which 15 the basas for adding the subyect of an FBI mvestigation to the TSDB “ o

(U/FOUQ) In making a reasonable suspicion determanation. the FBI may conssder bebavioradl
ndicators known 1o be associated with partscular known or wmlﬂﬂﬁ
need to protect crvil iberties, however requares that such indscators not be judged m wolation.
Each indicator must be viewed m the context in whach t occurs and conssdered m combematson =
mﬁ:ﬂmtnkmmﬁ:lnmm“lrﬂﬂmmhﬂ-ﬂlﬂmﬁ ; .-:

EX e S o

e (U/FOUO) Travel for no known lawful or legitunate purpose 1o a locus of termonst | :

behavior comports with the standards set forth above Mﬂ_“H _-:«r;gé
indicators include é
. {UHFII'JT_H‘.I] Attendance at trammng camps known to the USIC as facistatmng tevonst =~ £
o (U/FOUO) Attendance at schools mstitutions 1dentified by the USIC as teachmg exwemset =~
ideology. mcludnlgﬂ:tjmﬁcmufﬂluﬂnﬁllmtd'm'*m E

e (U//FOUO) Repeated contact with individuals sdentified by the USIC a5 | ﬁ
ﬁpmﬁmguimtnﬂdumchﬂuﬂr;mﬁcmdhﬂnﬂ-ri_t* e

a ) - Ml

activity

(U/FOUO) Addional pusdance and specific muﬁuih_ﬂwj . :
standard can be found on the TREX Intranet site and on the TSC htvanet sie | fi

11.3.1. (L) Exceptions

(U//FOUQ) The National Secunty Council has approved several mstances m whach
who does not meet the reasonable susprcion standard may be nommated 10 some of the T4
supported systems (refer to the TSC's Watchiisomg Guidance March 2873 § 3 14)
mmﬁmwﬂmm&mﬁ:mm&*hﬂ
these exceptions !

114.  (U) TSDB and Supported Systems

(U//FOUQ) The TSDB supports federal state. local termtorsal.
foreign governments’ efforts 1o screen for KSTs through s ex
systems 1o run name checks agamnst TSDB data The TSC |
TSDB data to several systems.
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file and the KST file

mmn-&.m

)) Bach record m the KST file must be assipned a handling code, as follows.

ﬁﬁu (U) Handling Code 1

Handling Code 1 1s for mdividuals for whom there 1s an active federal arvest warrant
ie NCIC Wanted Persons File The warrant number must be included wathun the watchhist
_If a subyect 1s watchlisted with Handling Code 1 and the arrest warmant becomes mvald,

agent must submut a new watchlist request form to TREX to update the record The
.:«E rmumnhmﬁh“hmamfn&lﬂmm

T s*s] AW ENFORCEMENT SENSITIVE INFORMATION®***
-t WARNING - APPROACH WITH CAUTION

THIS INDIVIDUAL IS ASSOCIATED WITH TERRORISM AND IS THE SURJECT OF AN
ARREST WARRANT, ALTHOUGH THE WARRANT MAY NOT BE RETRIEVARLE VIA
THE SEARCHED IDENTIFIERS [F AN ARREST WARRANT FOR THE INDIVIDUAL IS
S iw N mm YOUR SEARCH OF NCIC, DETAIN THE INDIVIDUAL PURSUANT TO

- YOUR DEPARTMENT'S PROCEDURES FOR HANDLING AN OUTSTANDING
~ WAERANT, AND IMMEDIATELY CONTACT THE TERRORIST SCREENING CENTER

- AT
s .=‘-f_j - wmm FOR. ADDITIONAL DIRECTION.

~ IF AN ARREST WARRANT FOR THE INDIVIDUAL IS NOT RETURNED, USE CAUTION

- AND IMMEDIATELY CONTACT THE TSC AT (866) 872.9001 FOR ADDITIONAL
. DIRECTION WITHOUT OTHERWISE EXTENDING THE SCOPE OR DURATION OF THE
.~ ENCOUNTER. [F YOU ARE A BORDER PATROL OFFICER IMMEDIATELY CAlL THE

r _-_._.;;_.-' DRIZED DISCLOSURE OF TERRORIST WATCHLIST INFORMATION IS
| DO NOT ADVISE THIS INDIVIDUAL THAT THEY MAY BE ON A
m INFORMATION THAT THIS INDIVIDUAL MAY BE ON A
tnmnwummm:ummnm
) TO YOUR AGENCY THAT MAY NOT BE DISSEMINATED OR USED IN ANY
mmm:.ﬂaurmnnmurmm

Mmmmmmﬂm

,_'*u_,, Jandling Code 1 subject 15 arrested. the case agent must modify the
ord. mmmmms
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(UIPOU0) Handhing Code 7 1 lor

detamen 1f the mdradual s

fon whom there i a sealed arrest warrant and b

to subsection 11 9 ) A review of M
mito the KST file with thas handling To use ¥

kplaﬂumcyhyhﬂﬁhﬂﬂh”ﬂ 1
nhm&nhammz--:“

mvmmm
WARNING - APPROACH WITH CAUTION

THIS INDIVIDUAL IS OF INVESTIGATIVE INTEREST TO LAW B
REGARDING ASSOCIATION WITH TERRORISM AND THERE MAY

AVAILABLE FROM THE DEPAETMENT OF HOMELAND SECURITY
INDIVIDUAL ‘ .
IMMEDIATELY CONTACT THE TERRORIST SCREENING CENTER (T30
(866) 8729001 OR, IF YOU ARE A BORDER PATROL OFFICER, :
THE NTC TO ASCERTAIN IF A DETAINER IS AVAILABLE FOR THE
TO OBTAIN ADDITIONAL DIRECTION PLEASE QUESTION THIS IND
ASSIST THE TSC IN DETERMINING WHETHER THE INDIVIDUAL ENC

THE SUBJECT OF A DETAINFR. WITHOUT OTHERWISE EXTENDING THE
DURATION OF THE ENCOUNTER.

UNAUTHORIZED DISCLOSURE OF TERRORIST WATCHLIST -
PROHIBITED DO NOT ADVISE THIS INDIVIDUAL THAT THEY MAY B
TERRORIST WATCHLIST INFORMATION THAT THIS muﬂ'
TERRORIST WATCHLIST IS PROPERTY OF THE TSC AND IS A FEDE

PROVIDED TO YOUR AGENCY THAT MAY NOT BE DISSEMINATED OR USE
mmmwnmnﬁmmmmwﬂm g A

***L AW ENFORCEMENT SENSITIVE INFORMATION™**

11.4.1.1.3. (U) Handling Code 3

(U//FOUOQ) Handhing Code 3 1s for mdivaduals who have been watchless
additronal critena for Handhing Code 1 ar 2 'Iltlt-nﬂ‘_i
and year of buth * The following banner appears m the KST file when 2 Ha
encountered:

e e

e ey oy
L

mwmmw .,,:31-

mnmmmmmmmrmmu* RIS
WATCHLIST “f.a"'__-‘

THIS ENCOUNTER IF THIS WOULD EXTEND THE SCOPE OR DUB
ENCOUNTER. CONTACT THE TSC DMMEDIATELY THEkES A

BORDER PATROL OFFICER IMMEDIATELY CALL T i'?,‘.:- '
P -
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P
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© ATTEMPT TO OBTAIN SUFFICIENT IDENTIFYING INFORMATION DURING THE

~ ENOOU WITHOUT OTHERWISE EXTENDING THE SCOPE OR DURATION OF
ENCOUNTER, TO ASSIST THE TSC IN DETERMINING WHETHER OR NOT THE

P, NAME OR IDENTIFIER(S) YOU QUERIED BELONGS TO AN INDIVIDUAL IDENTIFIED

=k  AS HAVING POSSIBLE TTES WITH TERRORISM

e N DO NOT DETAIN OR ARREST THIS INDIVIDUAL UNLESS THERE IS EVIDENCE OF A

A VIOLATION OF FEDERAL, STATE OR LOCAL STATUTES

UNAUTHORIZED DISCLOSURE IS PROHIBITED

INFORMATION THAT THIS INDIVIDUAL MAY BE ON A TERRORIST WATCHLIST IS
THE PROPERTY OF THE TSC AND IS A FEDERAL RECORD PROVIDED TO YOUR
AGENCY ONLY FOR INTELLIGENCE AND LEAD PURPOSES THIS RECORD, AND ANY
INFORMATION CONTAINED WITHIN IT, MAY NOT BE DISCLOSED OR USED [N ANY
PROCEEDING WITHOUT THE ADVANCE AUTHORIZATION OF THE T5C

WARNING - APPROACH WITH CAUTION
ss2] AW ENFORCEMENT SENSITIVE INFORMATION***

11.41.14.  (U) Handling Code 4

(U/FOUO) Handling Code 4 15 for mdividuals who have been designated Military Detanees
(MILDETSs) These indnaduals have been vetted by the Department of Defense (DOD) as
persons detained by Coalition Forces m Afghamistan, Iraq. or Guantanamo Bay and have been
shown to have no known nexus to terronism. These records must contain a first name, last name,
and year of barth. The followang banner appears when a Handling Code 4 1s encountered

*=*MESSAGE KEY QWT SEARCHES ALL NCIC PERSONS FILES WITHOUT
LIMITATIONS

*=*LAW ENFORCEMENT SENSITIVE INFORMATION®**

DO NOT ADVISE THIS INDIVIDUAL THAT THEY MAY BE CONSIDERED A PERSON
WHO MAY POSE A THREAT TO NATIONAL SECURITY.

CONTACT THE FEDERAL BUREAU OF INVESTIGATION (FBI) AT (866) 872-9001
DURING THIS ENCOUNTER. IF THIS WOULD EXTEND THE SCOPE OR DURATION OF
THE ENCOUNTER., CONTACT THE FBI IMMEDIATELY THEREAFTER. IF YOU ARE A
BORDER PATROL OFFICER IMMEDIATELY CALL THE NTC

ATTEMPT TO OBTAIN SUFFICIENT IDENTIFYING INFORMATION DURING THE
ENCOUNTER. WITHOUT OTHERWISE EXTENDING THE SCOPE OR DURATION OF
THE ENCOUNTER., TO ASSIST THE FBI IN DETERMING WHETHEF. OR. NOT THE NAME

OR IDENTIFIER(S) YOU QUERIED BELONGS TO AN INDIVIDUAL IDENTIFIED AS A
FORMEER. MILITARY DETAINEE

DO NOT DETAIN OR ARREST THIS INDIVIDUAL UNLESS THERE IS EVIDENCE OF A
VIOLATION OF FEDERAL STATE, OR LOCAL STATUTE(S)

UNAUTHORIZED DISCLOSURE 15 PROHIBITED

INFORMATION THAT THIS INDIVIDUAL MAY BE A PERSON WHO MAY POSE A
THREAT TO NATIONAL SECURITY IS THE PROPERTY OF THE FBI AND IS A FEDERAL

RECORD PROVIDED TO YOUR. AGENCY ONLY FOR INTELLIGENCE AND LEAD

S, _ - PURPOSES THIS RECORD, AND ANY INFORMATION CONTAINED WITHEIN IT. MAY
e NOT BE DISCLOSED OR USED IN ANY PROCEEDING WITHOUT THE ADVANCE
- AUTHORIZATION OF THE FBI
S P ;
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WARNING - M\lllm
oo AW ENFORCEMENT
11412, (U)Silent Hit Nominations

(S//NF) Investigators may mark a subject's KST Hu-pl"'ﬂ"

NCIC query from returmng 3 KST record For example, of durmg a
enforcement quenes a subyect iﬂﬂtﬂhﬁhﬂﬂ#l“ﬂ

recerve all criminal records for the subyect that are i NCIC, but will not be o
subject 15 a suspected teronst In order to enter a subject 's recond as 2 silent ha
official must articulate a specific, narrowly defined. and legmimate operatsonal p
Possible justifications for a silent hat (with the requisite. mmﬂﬂr
followmng:

e (S//NF) The subyect of the mvestigation is the target of 24-howrs a-day,
week (24/7) physical swrvellance, undercover activities and operaons,
SOUrce opetations.

. {Efmﬂm:uhmﬂmnmhmu[:mﬂuuﬁu“ﬂ,i“
state Mumhhwcnhrmﬁmﬂm“ﬂﬂhm

termunals. .—'-i h-*.
 (S//NF) Other umique operational cucumstances m whach 2 nommatmg official can j"-j-" Rir

silent hut

(U//FOUQ) Because a silent hat mﬁnﬁmuﬁnmdﬂﬂ*#*“
known to be ammed and dangerous may not be marked as silent hats.

(U//FOUQ) Other than at a pnmary screenmng by CBP and m NCIC_ subsects d as
hats are not * ﬂuﬂ'mmuﬁﬂmw;ﬂmhﬁ
secondary screemang by CBP can be coordinated on an mveshg _
Usmmmghhmc(mhummluﬁlhhﬁ-ﬁ—q.

11.42.  (U) General Transportation mmmw
Guidelines

(U/FOUQ) The watchlisting commumty has developed five general g
inclusion of an individual on the TSA® sbloﬁj‘ndﬁehcheh-hl
effectively implement the No Fly List and Selectee List crstena.

(U) The five general gmdelines are *

"'1' h"l

'l,-"""" ..

fg ﬁ‘hf;

* (U) Thus sechon contams Sensitive Secunty Informaton (SSI) that 1 c
No part of this matenal may be disclosed to persons withowt 3 “need o
1520. except with the wnitten permussion of the Admsm sorsior of the T
Secretary of Transportaton. Unauthornzed release may result m coal g
p:hlmdn:hlutnmbyiﬂ.!.c.[ﬂ-l* ,
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(U) Counterterronsm Policy Ginde

1 (U/SSD) When evaluatmg the sipmficance, relevance, and vahdity of a threat, careful
consideration should be grven to the extent to which the threat 1s cument, specific, and
credible

2 (U//SSI) The Selectee List 1s not a default position for those who do not qualify for
i lusion on the No Fly List and has distinet elements that must be met before an

3 (U//SSD) The purpose of the No Fly List 1s to protect agamst acts of terronsm, inclusion
mﬂrﬂnﬂylmhncmmnqmﬂulmnpﬂmwal legal, econonmc, and
diplomatic

4 (U/SSI) Except for expedited nomnations in accordance with watchlistng guidance, the
decision to mclhude a person on the No Fly List or Selectee List must mclude substantive
derogatory mnformation (refer to subsections 1143 and 11 4.4 of this PG) that satisfies
the cnitena and justifies inclusion on erther list. In mvestigations where nonunations
contam no substantive derogatory mformation or contamn insufficient substantive
derogatory mformation or insufficient identifying cntena, the individual will not be
mcluded on erther the No Fly List or Selectee List

5 (U/SSI) In accordance with watchlisting pundance, the White House may, on a temporary
basis, direct the TSC to place catepones of individuals who do not meet the established
cnitenia on the No Fly List or the Selectee List, when necessitated by exigent
circumstances, in response to credible intelligence information or a particular threat
stream

6 (L1//SSI) Under exagent operational circumstances, when derogatory information may not
be widely dissemunated or stored i TIDE, individual watchhst status determnations can
be made by the Director of the TSC. in accordance with the relevant cnitena

11.43.  (U) TSA No Fly List

(U/FOUQ) The TSA No Fly List 15 intended to prevent potential terronsts from boarding any
commercial arreraft travelmg withun, to, or through U S. airspace. or from boarding any U S. flag
camier regardless of onpinaton or destination  Inclusion does not provide grounds for arrest.
detennion. se1zure of property or documents, or referral to a foreign government for comparable
action Inclusion also does not alter the fundamental nght of U S citizens to return to the Umited
States. FBI emplovees may not state or umply to watchlisted individuals that thewr ability to board

an mrcraft or 5 ngent upon thew cooperation with the FBI or
USG (refer 1o

(U//SST) Individuals, regardless of citizenslup, who pose any of the following threats, may be
placed on the TSA No Fly List:

s (LI/SSI) A threat of commuitting an act of “mternational terronsm’” or “domestic
terronism’” (as defined 1 18 U S C. § 2331). wath respect to an aurcraft (including a threat
of aur piracy or a threat to aarline, passenger, or civil aviation secunty), or

g4
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. Hﬂmﬂnﬁhﬂdmﬂﬂﬂ“mwhmm-_.
2331(5)), wath respect to the homeland, or : " 3
o (U//SSI) A threat of committing an act of “international temrorism’” (a8 defined in 18

usc 5?]]1{]})“”[@““#“'
personnel, mcluding U S embasses Mﬂmwmlﬁ

defmed by 10U S C 513111(.:)(4]}[15 ships, U S amcraft, or other annshary craft ;},_
owned or leased by the USG, or = F“'ﬁ
e (U//SST) A threat of conducting or engagng m a violent act of terronsm and who A ; :
operationally capable of domg so 43 -"_-u
(U//SST) An indrvidual is “operationally capable” if based on credible mtelligence he or she, "‘
acting mdividually or in concert with others, reasonably appears to have the ability, knowledge. g

opportumity. and intent or 1s actively seeking the opportunity to engage m a violent act of 0
terronsm, consistent with 18 USC § 2331 or 1BUSC § 23370 For example attempting 1o g et
obtain an improvised explosive device (IED) would mdicate an mdividual 1s operationally T -

capable of commuttmg an act of terronism However, sumply conductng research concermng
[EDs would not alone be sufficient without additional activity Depending on cocumstances and

in combination with other facts, scouting potential targets or ravelng for no legitwnate purpose
to places that have terronst trammng grounds, regardless of whether the person 1s presently
capable of using an IED. mught also indicate an individual 15 operanonally capable of commuttng
an act of terronsm

(U//SS]) In determuming whether an individual 1s “operationally capable ™ consideration should
be given to the following possible indicators regarding ability. imowledge, opportunsty andior
mtent:

s (U//SSI) The subject has undergone terronst traming or been provaded some mstraction. -

mcluding recerving malitary traiming by a designated terronsm group _L
e (U//SSI) The subject has mndicated his or her mntent to participate m planmng of conducting “;
an attack; | - S

s (U//SSI) The subject has expressed a desire to martyr hamself or herself

. fLHSSI}Th:sub]eﬂmmmpemdtmnnwrﬂlihmwumlell-'*“I :
facilitates travel of operatives: s g

e (U//SSI) The subject 15 planming an attack esther alone or as part of a group. or

e (U//SSI) The subject 15 associated with a terronist group or cell and 1 aconmmiatng
weapons o1 explosives. -

(U//FOUO) Generally. mmdnmhcmchﬂndﬂuﬂrﬂuﬁyﬂﬁdmlﬂ{wm : |

two preconditions must both be met: T

1. (U/FOUD) Mimmum identifying biographse mmihm
and full date of baurth are requured - o8

2. (U/FOUD) Mummum substantive derogatery critena for anchy
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case agent, m consultation wath CTD, must determune whether the subject(s) of the
mvestipation qualifies for the No Fly List. If the case agent detenmines that the subject quahifies.
the watchlhst request must be submtted to TREX wathin 24 howrs of such a determmation TSA
subject matter experts assipned to the TSC review all nominations to the No Fly List, and TSC
may deny a subject's additon or removal from the list of it 15 determmed the mdividual does not
meet the above cntena

1144 (U/FOUO) TSA Selectee List

(U/SSI) The TSA Selectee List 1s mtended to prevent a potential terronst from passing through a
TSA checkpoint without recenving a secondary screening, The screening offered by selectee
status 15 solely to search for weapons and other dangerous items pnor to boarding an arcraft. It s
not a search designed 1o paun addiional mformanon through pocket litter, address books, and the
ke An mdmvadual who does not meet the critena for inclusion on the No Fly Last, regardless of
cihizenshp, may be histed as a TSA selectee if the ndavidual 1s both *

1 (U/SSD) A member of a foreign or domestic termonst orgamzation (mcluding a “foreign
temronst organization” designated pursuant to statute or executive order)

2 (UWSSI) Associated with “terronist activity” (as such term 1s defined i subsection
212(aX 3)B) of the Inmupgration and Nationality Act [8 U S C. 1182(a)(3)(B)]). unless
mformation exists that demonstrates that the applicanon of a secondary screemng to such
a person 1s not necessary, in wiich case such persons may be excluded from the Selectee
Last

(U/FOUO) Subject matter experts assigned to the TSC determune if individuals nonmunated as
selectees meet the cnitena for this bist TSA personnel regularly review selectees and may
upgrade or remove a subject from the Selectee List of current intelligence shows that the subyect
either meets or does not meet critena | and 2, as histed above TSC and/or TREX will notify the
case agent of any changes to the selectee status of the subject

(UMFOUQ) The mammum bograplucal information needed to nonunate an mdividual to the
Selectee List 1s the first name. last name, and full date of burth.

1145  (U/FOUO) Consular Lookout and Support System (CLASS)

(UYFOUD) Sulyects may be included m the DOS's CLASS database CLASS has two
subsystems. CLASS-Visa and CLASS-Passport. CLASS-Visa i1s used by DOS to screen non-
USPERSs applying for visas to enter the United States (USPERSs are not included in CLASS-
Visa) CLASS-Passport 1s used by DOS to screen USPERSs applying for US passports

1146. (U/FOUO) TECS System

(UVFOUQ) Individuals may be mcluded m the DHS TECS system, whach serves as the prnmary
mitegrated lookout system currently available at U S ports of entry DHS uses TECS to screen

¥ () For additiona) wformation, please see TSC's 2013 Watchlist Guidance, § 3 112

86
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both USPERs and non USPERs CBP mspectors query TECS wh
the United States

11461, (U/LES)T7 (Silent Fit) R
(U/M1LES) For operational needs. hﬂl-ﬂhﬂﬂi“ﬂﬂg 7 (Sdlent Hiat) thes

can be placed on a KST record for a passenger who matches Jse of thas i
will make the watchhst information mvisible 10 3 CBP officer at the port of entry
and thus prevent the passenger s referral to secondary screenmng. To dessguate

silent hit, TSC may advise the case apent during the encounter management pre
designator and its criteria and seek concurence from the case agent 1o dess :
T7 If the case agent agrees, the agent will be required 1o complete an FD 9% o
subject 's watchlist status After the subject has been changed 10 a T7, the TSC wll 2
via estabhished channels of the watchhst status change mmkw

passenger as a T/ are

¢ (U/LES) Be the current subject of an FBI counterterronsm mmvestigation
« (U//LES) Is not on exther the TSA No Fly or the TSA Selectee hsts

. ﬂJfﬂLS]Hmbcﬂagpde- A::ui-dlm"\fﬂ-w [ X
“Explostves Expertise ™ “Swcidal, ” or “Martial Arts Experts™ -

» (U/LES) Does not pose a threat to officer safety
¢ (U//LES) Be a United States Person (USPER)
11.4.7. (U/FOUO) TIPOFF United States- Canada (TUSCAN)

(U/FOUQ) Non-USPER mvestigative subjects may be entered mto TUSCAN,
m:UmtﬂdSM:ﬂCmadmmﬂrmﬂhﬂmHMw

lnukmndanrkn:msmawbjmanshndm&rm_m
information 15 also transferred to the Canachan government on an mvestig !
basis Canadian citizens are not included m TUSCAN USPERSs are not mc m TUSCA2
mmsmmmhﬂnmmmmmﬂhnamm““

11.48. (U/FOUO) TIPOFF Australian Counterterrorism Information
(TACTICS)

(U//FOUQ) Non-USPER mvestigative subjects may be entered mto TACTICS. 2 pvogram ba
on a United States/Australian agreement. through which sensstrve but unclassf =- ographac
lookout data elements on the subject are shared with the Australan povernment T
information 1s also transferred to the Australian govermment on an wveshgation by
basis Aun:hm::m:ﬂm::“hﬁ—ﬁ.‘h cepuo
who hold dual US ctizenship. are included i TACTICS. USPERs are not mcin
TACTICS unless they are on the No Fly or Selectee Lists or have an active fe
warrant



A9 () Additional Supported Systems

The TSC, through the TSDB, also makes terronst wdentfiers accessible to other
entities through the regular export of updated subsets of TSDB data These mclude.

e (U/FOUO) Other supported databases. The TSC also provides the FBI and certam
other federal authonties with access to TSDB information for screemng or analytical
purposes. This may include access to the FBI's central recordkeeping system, the FTTTF
database, and the TSA 's Office of Transportation Threat Assessment database

- {IJIM}C-EHI!!WWﬂﬁnls.WMMSlwufhﬁﬂﬂm
certam foreygn partners in exchange for thewr temmonsm screemng information

11L.5. (U) CTD Nomination Policy

(UMFOUO) Case agents must submut watchhist nonunations to TREX for all subjects of 266 or
415 mvestgations, i accordance with subsection 11.6, wath the exception of investgations

predacated on a vichm. orgamzation, activity. of -::onq:mblt umdennfied entity for which
watchhsting 1s ineffective Subjects of other CTD-managed mvestgative classifications should

be reclassified to 266 or 415 tn'.'rsng:mms :f there 1s reason to behieve the suhj:ct-,

266 or 415 subjects may be considered for wa:::h.ltmngmacasrhycasc basis, but i all
circumstances must meet the watchhsting standard

(LWFOUO) Subject matter experts at TREX nmst evaluate each nomnation to ensure the
watchhisting standard has been met and sufficient identifying information 1s avarlable. TREX
must nohfy and provide pundance to FOs_ by e-mail, of subyects who will not be subnutted to the
watchlist

11.6. (U) Watchlisting Submission Standards

11.6.1. (U) Subject Nomination

{U.l’il'FﬂUD]Can agents must nomunate mdnviduals for inclusion in the TSDB, as requured by the
nomunation policy for the applicable investuganve program, by submutting a watchlist request. in
accordance with subsection 11 7. of thus PG. A case agent 1s responsible for ensunng the request
15 subnutted 1n accordance wath the tmelines established herein The request must be submuatted

within three business days of the date created m FBI's central recordkeeping system to open the

-~ mvestigation Nomunations will include all available subject identifiers, to mclude photographs

or other available bilometnic mformation If the subject 1s being nonunated to the TSA No Fly
Last. he or she must be submutted by the nominating official withun 24 howrs of receipt of
mformation that qualifies the subject for the No Fly List. TREX must process No Fly List
upgrades withun 24 hours of receipt

) If there 15 a deternunation. due to an exigent circumstance or CTD s direction, that
wﬂhhmwmqumﬂv FOs must contact TREX durectly by
Mﬂﬂm&wmhhﬂmlmﬂmmwbwmﬂ 7. of thas PG.

a il |
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(UIFOUQ) Note: For CTD) purposes mn regard to watchisting, an e
15 an emerpency situation requanmg swifi action W prevent d
damage 1o property
FOUO) Domestic terronsm mvestigations focused on maliti extresmsts, white sups ”
Fm)ﬂwmmuhhhﬂiﬁhhk nfoncers "‘ '
officers and those in positions to check NCIC for warrants Subjects of these T rb-l*l
be watchhisted but an individual may be entered nto the KST file as 2 silent hat, + o -
with subsection 114 12 of ts PG WMMMIM R,
Mmﬂhhcmﬁﬂdhﬂmhm hmM—ﬂﬂm ;1

(U//FOUO) When the FBI opens an investigation and the subject has MI—.M
another agency, a case agent must submat a watchlist nomnation request with 4
days of the date created 1n the FBI's central recordkeepmg system to open the 1
rnqwmﬂmhmthrTmmnHuﬂhuwmm-ﬂ

document the FBI s investigative interest 1o the subject Failure to subut the watchilst T
when another agency has nommated the mdividual to the TSDB could result m semoval

FBI subject from the watchlist without notification to the FBI Thus process ensures that the ‘-‘T.’-i

USIC has all available information 1f the ongmnal nommnating agency aftempts to semove the

subject from the watchlist. Foes
(U//FOUQ) Note: As a best practice. if sufficient mformation s knows to suppost =~
mmmhmum&-ﬂﬂmuh#
and submutted at the tume the mvestigation 1s opened

(U/FOUO) TREX must process nomnations within five business davs of recervng the
watchhst request.

11.6.2.  (U) Subject Modification

{uﬁmm).ﬂ.ﬂumemmlmmmmu&dmﬁhﬂ A
request mformation (e g . updated derogatory mformation that may result in a changeof
watchlisting status. change i investigation. biographscal mformation. or the nommmnating =@
official s contact mformation) as soon as new wiformation becomes avarlable Addtosal @
identifiers must be forwarded to TREX using the watchhst request’s modify featre Supervisoss =~
are required to review the mvestigative file for new identifiers durmg the 90-day file revew for

all terronism mvestigations. When adding. modifymg. or deletng data from a specific second,
only the subject’s name. sex, race. date of burth. and new or changed miformation 1= sequared on
the watchlist request {:rllmmf::m:a.l:q:nII::tInu1:|It~n1tmlnly‘rhnﬂﬂinﬂﬂ‘h1 S
reentered. _ ."'-. I ‘::. i B
(U//FOUO) Modificanons may add or delete mformaton from an exashng record andfor upgrad

or downgrade a subject’s watchhisting status If a modificanon s wananted 2 1 p
must be submutted. in accordance with subsecnon 11 7 of thus PG, by the ongms
ﬁmmmhnﬂmﬂhﬂﬂ[uaﬁr“m ced three
from the day the new mformation s senalized unto the FBI's central secord] :“:' ag
day the determunation 15 made to change a subject s stafus, absent any exiges "
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(UW/FOUO) TREX must subsequently process modifications withmn seven business days of
recespt of the watchhst request.

(UAFOUD) Modifications to upprade a subyect to the TSA No Fly List must be submutted by the
nonunating official within 24 hours of receipt of mformation that qualifies the subyect for the No
Fly List. TREX muist process No Fly List upgrades within 24 hours of receipt. After the arrest of
a Handling Code 1 subyect. the nonmating official must submut a watchlist request to TREX
withun three business days of the case agent leaming of the subject’s mrest

(U/FOUO) If a subject who has been watchhsted moves to another FO's junisdiction, the subject
st reman watchlisted until the recenvang office opens an mvestgation, unless the watchhisting
standard 15 no longer met. The closmg FO must set a lead for the receiving FO, notifying 1t of the
subject ‘s relocation and requesting it to open an mvestigation. The recerving FO must subnut a
watchlist request for each subject. updanng the TSDB record with the new file number, case
agent’'s name, and any additional identifiers (such as the subject’s address and dnver's hcense
number) resulting from the move. The recenving FO must submut the watchlist modification
sequest wathun three business days of the date created in the FBI's central recordkeeping system
to open the mvestigaton_ If the receving FO believes an investigation 1s not warranted, the
matter must be referred to CTD, m accordance with subsection 410 of this PG.

(U/FOUO) A watchhsted subject who moves outside the United States and contmues to meet
the watchlisting standard must remain m the TSDB as long as an FBI investigation remains open

11.63.  (U) Subject Removal

(U//FOUO) When a predicated IT or DT mvestgation 1s closed, a request for removal of any
watchlisted subjects must be submutted, absent the criteria set forth m subsections 11.10. or
11.11 of this PG

{(U/FOUO) Upon closing an investigation (1 €., a P or a full investigation) that has a watchlisted
sulnect, a removal request must be submutted. 1 accordance wath subsecuon 11 7. of thus PG,
within three business days of the wnitten approval and notification to CTD of the investigation's

closure. The three-business-day timeline starts on the closing date shown in the FBI's central
recordkeepmng system and stops when TREX recerves a completed removal package

(L/FOUO) If an exigent carcumstances exist or CTD directs, FOs must contact TREX directly
via telephone and subnut watchlist requests 1 accordance with subsection 11 7 of thus PG

(U{/FOUO) TREX must process removals within five business dayvs of recenaing the watchhst
request

ﬂfﬂﬂ]]flnhjcﬂpumﬂvmahrm with no known retum date to the Unated
States. and a determunation 15 made to close the mvestgaton, the FO must subout a watchhst
removal request to TREX. as provided above. If. however. the FO or the CTD program
managemment umit determines removal of the subject 15 not wamanted because the mvestigation 1s

not complete. and the subject contues 1o be reasonably suspected of being involved 1n terronsm

90
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By s sl 1
"I."r: .'ml'l._‘_-- :.J‘!:."__l‘h_r .I_| .T:u_.lu

ummhmwﬂl
subsection 11,11 of this PG and submat a watchlist mods
indivadual as a nomsubnect, watchlisted person

11.7.  (U) Watchlist Request Submission Process and Cuidance

{UﬁFﬂUD}Fﬂml-thhmlwm *‘n'
accompanyng EC are (1) submutted 1o TREX withm the established tome , de ,
subsection 11,11 of this PG, (2) the nomnation package contams sufficient desogatory REAL-Ny
mformation to establish the subject meets the watchhstng standard, and (3) '_ s hsted
day file review printout includes a section where $5As confirm that all
have been submatted to TREX This inchudes submutting 3 JPEG (Jomt
Group)-formatted photograph of the subyect (e g, a DMV photograph or a
another source).

{UﬁFﬂUﬂ}TﬂE}{mﬂmﬂﬂtwﬂtMMiﬂmﬁ;ﬂM‘H
process any watchhist requests to facilitate watchhisting, if necessary

(U//FOUO) All watchlist requests, with thew supporting ECs. must be submatted to TREX via
the TREX FD-930 Database Awﬂﬂﬂmﬂmhmhl“ﬂﬁ’ )
an appropnate action lead to TREX hhmﬂmmﬂmm-ﬂi ,._-
FO to resubmut the nussing element(s).

« (U/FOUQ) IT Program: TREX must venfy and validate watchlist requests to en
meet the watchlisting standard (refer to subsection 11 3 ) TREX wll forwasd all
to NCTC for inclusion in TIDE. NCTC will i turn export those identifiers that m
watchhsting standard to the TSC for inclision in the TSDB and appropnate. su

systems.

« (U/FOUQ) DT Program: TREX must venfy and validate watchlst
fmwmﬂwhmwhummﬂxwmﬂmmmm&:iﬂu“ ")
and appropnate. supported systems If the watchhisting standasd 15 not met for a m_-;_, |
nomunation, TREX must notfy and provide gudance to the subemtting FO. H e

WFEDUﬂ}memmammmﬂﬁm
mcludmglhﬂummtgrmq:mﬂ;wtuchﬂ:mtum:mﬂ-ﬂhtﬂrfw
(e.g . financier, facihitator. tramer. or operator). IT Program watchhst requests
TREX may be reviewed by anyone with access to TIDE, inchuchng OGA personnel T :
nnmwtmchdcmﬁ:mhmpumnmghmm}iﬂwmjﬂm uﬁ.
Control (OC) dissermination controls, “protect identaty” indrviduals, Bank Secrecy Act =Ir.
wnformation. Suspicious Actrvity Report (SAR) and Currency Transaction Hﬁmﬁ.-!l
nformation, or information obtamed uthlizing grand jury subpoenas. h. .
mcluded, but clearly marked. mn the accompanymg EC if it 1s necessary fo sup 'J__’ﬁcﬂ"
justification for watchlising FISA-obtamned or FISA-derived & 15 be L
mﬂdxmdmﬂymﬁﬂhymhmﬂ“ﬂm
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modification, o

2 ""‘n 1 '.
1| | I._ |
ns 10 the TSDB must mclude:

(L. Mhﬂ'hﬂh » Other nique id
£ O ESRA Sbon * Telephone number (unclassified only)
= Ahen registration number e E-mal address (unclassified only)
‘-_— ® Visa number o o ity
f“ 3 (U) Two or more of the following

s Country of citizenshup. 1f different from place of buth

¥ ® Place of barth (city or country), if different from country of citizenshup

® Circa or partnal date of barth (partial [e g, 1960]. or range [e g 1960-1965])
Full name of an immediate fanmly member (e g . parent, spouse, sibling. or chuld)

Mumw
, Schools attended

; | mm.ﬂ,m e o

-"ﬁ' i 15t request and/or accompanymng EC must contam all the known
tofmal Hhﬂﬂmﬂimtﬁ:mmﬁm Sove This
g | : fingerprnts, or other brometnic data Furthermore, all availabl
j Hmﬁ it i* TSDB either on the uutal request or on a
SRS subsequent
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modification request In lmated corcmms
mmduh“uﬁﬂﬂ

(UFOUO) Prion to any mutial nonsoation, modificas
Wnﬂmnﬂﬂhﬂmm

o (UFOUO) The mchusson, accuracy, and ¢ of e :
. WIWM)MWWHHMMH 3 '-

o (U/FOUQ) The inclusion of statements that the sabyect 15 ~. ' 23
has “Violent Tendencies,” as approprate 3

e (U/FOUQ) The inclusson of any actrve fedesal wasrani(s) for

agent/supervisor must ensure that the entry recpaest s for 2 Ha
provide the warrant mumber

o (U/FOUQ) The nclusion of a statement that all necess:
conditions have been requested/identified a5 appropriate

e (U/FOUQ) The accuracy of the mvestgative file number

e (U//FOUOQ) If the submssion requests an exclusion from 3 partsc
exclusion nust mclude statements m the watchlist request and ©
justifymg the exclusion

+ (U//FOUQ) The submission of photographs for each subjert w
a JPEG format and provaded to TREX

11.8. (U) Expedited Nominations

(U//FOUQ) Expedited nommations are avalable 1of exsgent o
TSDB. In the event a subject’s wﬁdﬁdmgmqlhu
the nomunation must be submutted to TREX (dunng busaness howsrs) or
Dpu:nmsﬂmtcr‘ﬁhtch(mmmhmh-ﬂ.ﬂﬂ
coordination with the NCTC and'or withun TSC Expedsted :

critena for entry m the TSDB. The TSC will make 2 final dete
for the TSDB, including the TSA No Fly List or Selecter Lt

subject’ sremﬂwdlhte:pmmdmaﬂww
(U/FOUQ) All expedited nomumanons must be submstied 1o 2cr e
this PG and be processed immedhately by TREX. wath =t
supporting documentation necessary to meet the normal 3

wmdeﬂmﬂrmwmmhm
The TSC must remove the expedited record from the TSDB 2

* (UFOUO) An mababiry to validate 2 nomsmation for mchu
mformanen with NCTC for posmble melusss wathan s T

partial or fregmentary mformaton.
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o Sh mﬂ-hm official forwards sufficient derogatony mformation through the

Toutine process.
119 (U) Arvest Warrants and Interpol Notices for Watchlisted Individuals

(U/FOUIO) If an active federal amest warmant exists in the NCIC Wanted Persons File for a
temronism subject, the case agent must subomt a watchhst request for normmation to Handhng
Code 1 The documenting EC and request must include the NCIC warmant number (Wanted
Persons File record number) In the mvestigation of a currently watchhsted indivadual | thas
documentation must include all desciptive, vopraplucal. or cantionary information about the
subyect that has not already been entered i the TSDB TREX wall review the submatted
nformaton and forward 1t to the NCTC for entry into TIDE or dwectly 1o the TSC, as

appropnate

{(U/FOUIO) If subsequent to entry as a Handling Code 1, the federal arrest warrant ceases to be

active m the NCIC Wanted Persons File (e g . the amrest wanmant has been served or recalled by

the court). the FO must submut a notificabon EC and watchhist modification request within three
business days to change the subject to Handhng Code 3. TREX must submut the modification to
NCTC for entry mnto TIDE or directly to the TSC, as appropnate

(U/FOUO) In rare cucumstances, such as a sealed federal mdictment where a subject may not
have a Wanted Person File record number m NCIC, it may be necessary to keep information
concernng a pending federal amrest warrant out of the TSDB. In such cucumstances, the
notification EC concerming the warrant must provide a reasonable and detailed justificabon for
the exclusion (refer to subsection 11 14 of this PG) If encountered by law enforcement. and n
order to ensure that the subject 15 detamed long enough to allow the mdictment to be unsealed
and an arrest warmmant 1ssued and served, such subjects need to be watchlisted as a Handling
Code 2 (refer to subsection 11.4.1 1. of thus PG)

(U/FOUQ) If an active federal amrest warrant exists for the subject. absent sensitive
curcumstances, the case agent may apply for an Interpol Red Notice Interpol publishes these
notices to member states so that if the subject 1s found. the subject can be arrested and extradited
to the country holding the warrant

(UNFOUO) If an Interpol Red Notice 1s filed, a watchlist modificanon request must be submutted
to TREX wath the Red Notice number

1110, (U) Subjects Arvested or Convicted of Tervorisin- Related Offenses

(U//FOUO) All known terronists must remam watchlisted (refer to Appendix A of this PG for a
defimtion of “known terronst ). If an FO closes an mvestigation of a known terronst (e.g . after
the crimunal wvestigation has concluded), a modification must be subnutted via the TREX
FI)-930 Database and the closing EC. wath the jusnficanon details attached TREX must then
subumt a request to modify the TSDB record, m accordance with subsection 11 11 1 of this PG

-

(L//FOUO) If an individual 15 acquatted or charges are dismssed for a cnime related to terronsm.
the subject must be removed from the watchlist unless the subject continues to meet the
watchhisting standard (refer to subsection 11 3 ) Terronsm subjects convicted of nonterronsm
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ILIL.  (U) Nemsubject Nominstions IS
(UIFOU0) Typscally, ltl’llhdy“ﬂﬂd’#
watchlsunpg However | certam corcumstances may anse w whch the
who 15 not the subyect of a predicated mvestigatson warrants walchlisting ane

watchhsting standard (refer to sbsection 11 3 of thas PG) ﬁ-ﬂ.
cucumstances the subject of a closed FBI investigation

nmmmmpcmm-m-mmmhﬂm
suppositions. The nomnatmg official mmmmm
concerning the threat posed by nonsubyects who meet the watchlssting standasd o these matiens. »
the FBI may only nomnate an mdividual of both of the followmng crtena have been met u. ,..:.Z'

1 mfmum)mwuum-mm-hm }!
2 (U/FOUQ) The indiadual has been linked 1o the subject of s actove T DT 1z
mmwhﬁ[ﬁwmmmm RS
the standard for watchlisting 'r_i'
mffFﬂlID]FHIpumIdaplmﬁednﬁDquﬂrﬂ_mm “..ﬂ 4
operations conducted under DoD authomnty Mﬂvﬂﬂlﬂ-ﬂ-hm Ifﬂ :
Do)
11.11.1.  (U) Nonsubject Nomination Process S

e
mfﬁﬂm]AnyFﬂuuﬂwﬂhmmm:ﬂ#l“ﬁmm
(e g . former subyects who have lefi the country or suspected terronsts idennfied by foregn =~
governments) must submut informanon 1o TREX for watchhsting. m accosdance withthe Fin
following procedures -
(U//FOUO) The FO or Legat must submat all watchlist requests o TREX wia the TREX FD-5%
Database A watchhst request must be accompamed by a supporting EC wath an appeoy
action lead for TREX to assume responsibility for the watchhist secord In the event ¢
mncomplete request. TREX must notify the FO or Legat to resubmt the nusang
wdividual 1s already watchhisted by another agency, TREX smest submst an
FD-930 to NCTC indicating FBI interest

(U//FOUQ) Submussions to TREX must be made m accordance with the tmelmes o
subsection 11 6. TREX wall not nomunate or take over watchlist responssbalaty of the F
mﬂﬁuﬂﬂmﬁmﬂmm&mmﬂ-ﬂ!EMi

prevent watchlisting -,-;j-r -

11112,  (U) Review of Nonsubject Records AT gE eo
(U//FOUO) Nonsubjects nomunated to the TSDB are tracked by TSC. nsn FD-2 “‘_
Database. TSC 1s responsible for venfying and valdating the watchlist "’“F PER
mﬁeﬁsmﬂyhmﬂuhﬁ_—l“ nd th enice

=

continues to suggest the USPER poses a natonal sec m#
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T i I TOC isssanies & mosssljoct oo longer meets the watchlisting standard, TSC

must remove the nonsubyect from the watchlist and notfy the FO or Lepat office that ongnally
nonunated the mdvadual

(L/FOU0) If a watchhsted nonsubject 1s encountered. the TSOU wall follow normal
notification procedures. On completion of the encounter, a copy of the TSOU log must be e
mailed to TREX for addibonal follow -up regarding the nonsubyect s watchhist status TREX
nmst review the encounter details to ensure the mdnadual meets the watchhsting standard and
st modify the record with any new wdentifiers developed If a nonsubyect 15 encountered
durmg travel withan the Unsted States, TREX wall set a Guardhan lead to the appropnate FO for
appropnate local response I, upon closure of the Guardian lead, the FO determunes there 1s no
pexus 1o terronsm. TREX wall submuat an F13-930 to remove the subject from the watchhst

1L1LA () Nemsubject Nomination from DOJ Components

(UWFOUO) On October 3, 2008, DOJ designated the FBI as the central watchlist normnator for
all DOJ components Informanon regarding known or suspected termonsts developed through
other imvestngative amms of the DOJ (e g . the ATF, the Drug Enforcement Administration
[DEA]. or the United States Marshals Service [USMS]) 1s passed at the FO level through
established relahonships wath the FBI JTTF The NJTTF or the CTD program management unit
15 the recypeent of termonsm information when provided at the headquarters level If the FBI does
not open an mvestigation, but the mdinvadual(s) meets the nonsubyect nonunation critena histed 1n
subsection 11 11  the FBI recyment of this information must provide details to TREX as
descnbed m subsection 11 111 TREX must ensure the individual(s) 1s properly watchlisted.
accordance with subsecnon 11 7

(UWFOLUIO) If the Unated States National Central Bureau (USNCB) obtams terronsm-related
mtelhgence. it wall provade the intelligence to CTD. which wall review the terronsm intelhgence
and wall generate Guardian assessment leads for investigation, as appropnate If a temonsm
mvestgation 1s generated as a result of the Guardian lead. the subject will be submutted for
watchhsting m accordance with subsection 11 5 of thus PG

11.12. (U) Foreign Government Information (FGI)

(U/FOUO) Foreign govemments occastonally provide information regarding non-USPER
mdraduals who are under mvestigation m theu countnes for cnmes related to terronsm or
mdivaduals who are reasonably suspected of engaging 1 terronsm or terronist activity. Those
recerving such specific derogatory mformation of only non-USPER individuals may submut these
mdividuals for watchhsting The receiving office must also seek and collect available identifiers

and biometnics (e g . photographs and fingerprints), as appropnate If such FGI 1s provided
through an established or formal sharmg relanonship between the United States and the forergn

government. then reasonable suspicion 1s presumed. The reasonable suspicion standard.
however. must be met when mformation 1s not recerved under an establhished formal or HSPD-6

shanng process
(UWFOUD) When FGI 1s provided by a foreign agency with a terronsm screemng information

*_'_ ~ shanng or HSPD-6 arrangement with the TSC, Legat offices must deternune of the FGI was
mwhmmmmhm Each arrangement defines a umque
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watchhisting standard that subjects submutted by the partner agency must meet, ﬂﬁﬂ
wmﬂhmhm:ﬁmﬂ-ﬂdmut

then mdication that the information held on the subjects meets the standasd

i!ﬂm

11.12.1.  (U) Watchlisting of Criminal Justice Information Services (CJIS) Derived
Information

(UHNFOUO) FGI provided 1o CJ1S through a memorandum of cooperation or ssomlar
memonalized agreement establishing a formal information shanng relationshsp with 2 formgn
partner may be provided without particulanzed derogatory mformation deectly to NCTC CJIS
provides the personal identifiers and ometncs of these mdsviduals 1o the USIC 28 part of us
HSPD-6 information shanng responssbality  Thas is not an FBI nomsnation  FGI does not reqguese
an annual review . as CJIS requests updated mformation on a regular basss CJIS pmst forwand
any updated identifiers 1t obtans to NCTC so the TIDE record may be updated and NCTC can
determune whether continued watchhsting of the indnadual 15 necessary

(U/FOUO) If a foreign povernment provides records that mchude 3 muxture of terronem,
crumunal | or other information, CJIS must attempt o identsfy and separate reconds related o
terronsm. as only terronsm records are mcluded i TIDE and the TSDB. If CJIS cannet
distinguash between the crumnal terronsm, and other categones of records, it may not submst
the entire batch of records. In addition informatwon provided mformally or on an ad hec basss
must not be forwarded to NCTC Such records and any brometrics will remasn a part of the Lsger
CJ1IS biometnc holdings and will remain available i the future 10 connect mdrvaduals o
lefTonsm

11.12.2. (U) Watchlisting of Legat-Derived Information

(U/FOUQ) All Legat offices that have obtamed FGI terronst information mmst subot watchiset
requests to TREX via the TREX FD-930 Database unless provaded pursuant to an HSPD-6
shanng arrangement with the TSC A watchhst request must be accompamed by 2 supporing b T
EC. nlmmwmmmkﬁmmmmwhﬁiﬂﬂﬁ

the event of an incomplete request, TREX must notify the Legat to resubmst the nusang ;
element(s) Upon recept of the FGI from a Legat. TREX must review the mformaton and 3
submut a watchlist request to NCTC if the FGI meets the watchlisting standard If an FGI-denrved
subject 1s encountered, the normal TSC encounter process must be followed Amy new ‘._::
identifying information must be provided to TREX. whchmlmﬁfvﬁ#fﬂm
mformanon TREX must set an nformanon lead to the Legat regardmg the new mformation.

(U//FOUO) FGI provided to Legat offices pursuant to terrorism screenmng mformation
HSPD-6 amangements with the TSC should be sent via EC to the desugnated POC wathen the

TSC Intemational Information-Sharmg Program (TISP) Th-l—ﬁli“m I
Excel. Word. or other format as submitted by the parmer should be attached or forwarded by

'




e ‘.'II‘-L.,‘.- e l.'..:l ' y LI -I i, ;
e 2y R ﬂmiil v Ilﬂ.m

" il
---------

1) A tesvonst s biographac mformation and photographs (descnbed above m subsection

this PG) that are provided by a foresgn povermment must be sent 10 TREX and

s FGL TREX wall provade thas terronst mfoomation to NCTC along with an 11 930,
needed. i order to enter the mdividual into TTDE and the TSDB TREX wall not provide
addinonal oversight or review of these FGI records, unless addibonal mformation 1s provaded by
the foregn povermment o an encounter ocours. 1f a Lepat obtans additional wdentifiers,
devogatory mformation, or reasons to remove FGI from TIDE. the new intellipence must be sent
to TREX. which wall forward this informanon to NCTC The ongmal recyprent of FGI terronsm
mformation must also provide finperprnts and ographic information o CJIS . of available

1L1%  (U) Watchlisting of Deceased Individuals

(L/FOUO) The TSDB may not include identity information of known o suspected teronsts
who are confinmed dead unless

= (U/FOUO) There 1s mformation to support a reasonable suspicion that an exishing known
or suspected teronst s usang that (dentity information

e (U/FOUO) A recogmized termonist orgamzation collects known or suspected terronist
wentity information for use by its members in prepanng for or commutting terronst acts
and the travel documents related to the deceased known or suspected termonst have not
been recovered

(LV/FOUO) Note: A classified hist of recopmzed terronst orgamzations that are known to
reuse terronst wdentity mformation 15 mamntaned on the NCTC Current site, avalable on
the Sensiive Compartmented Information Operational Network (SCION)

11.14. (1) Exclusion from a Supported Syvstem

(U/FOUQ) In rare cucumstances, the subject of an investigatnon may be excluded from a
particulas watchlisting - supported system if a reasonable and detaled operanonal justficanon 1s
provaded. An FO that wishes to exclude a subject from a supported system must articulate the

justification as part of the watchlist request and’or supporting EC
(U/FOUD) Nete: The exastence of local or state public disclosure laws are not sufficient

justification for exclusion

(LW/FOUO) Subject matter experts in TREX wall review justifications for exclusion from
systems and detemune whether the exclusion 1s warranted TREX must notfy the
subnutting FO 1f an exclusion 1s not wamanted.

1115, (U) Redress

(U/FOUQ) Indraduals may seek redress for travel delays and other mconvemences they
expenence due to screenung and/'or watchlist 1ssues. real or perceived An unteragency
Mamorandion of Understanding on Tervorist Watchitsting Redress Procedures between the TSC
the FBL and other relevant agencies 15 mn place to address how each agency wall respond to such
requests for redress As such, the TSC may request addinonal information durectly from an FBI

98
SECRET NOFORN



f? ;,,,,

Wi ok b .
= Pt
Y

':- _._:H-. I? :'. |

Il L | I'*I-'I_-- 1.I- :
FOooa -ﬂﬂnimﬂ a 'ﬂ'}"& ARy S0,
i T v 2 e o e S s
Ih h .h“ . "'_—.;!j.
1116, (V) Inbound/Outbound Travel of Witchlisted Persons

(UIMFOUO) If the FBI wants 2 walchlsted subject to have ummpeded tra
agencies at the U'S border. advance coordmation between the FO, the €T g L0
management umt and the TSC must ocow Th'l'lﬂﬂ* ﬂ‘,* |
requests o avord unnecessary delay and/or addstonal scrutey of 3

destres to allow ummpeded travel (e g -pi—t.nuu-ﬁm ‘F""' =
subject to the concuwrence of the screenmng agency and may not always be -5-4,. g
(U/IFOUO) TSC may also authorize 2 one-tume wasves to allow mdsviduals on the No Fiy Lit
fly 1nto or out of the United States The FO, Legat, andor CTD program
coordinate such requests with TSC ‘s Operations Center  Refer o the [SOU

:‘ J r'a,_
3 u{ .__.
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12, (U) Investigative Methods

(LFOUIO) Thas section 15 not intended to be an exhaustive discussion of all available

mvestigative methods, but rather of those umgue to countertemonsm mvestigations For a more
thovough discossion of all available mvestipative methods refer 1o the DIOK

121, (U) Name Traces

(UAFOLIO) A name trace 15 a formal request to another povernment agency to condiuct a search
of exasting records for mformation regarding a sulyect of mterest Requests for name traces are

typacally handled by the CTD program management unit FOs wishmg to min a name trace may
send an EC wath a lead to the program management umit including the subject s predacaton and

all avaslable identi fiess
1201 (1) Authovired Investigative Activily

(UAFOLUO) Name traces are authonzed i both the I'T and DT Proprams. at all levels of
mveshganve actnaty

12.1.2 (UV/FOUOD) CIA Name Traces

(UATOUO) Requests to the CLA for general mformanon are submatted electromcally via the C1A
External Name Trace System (CENTS) CENTS requests are handled by CIA s External

NTS can be accessed via the SCION system at the following
M Trace requests are sent to CENTS if a subyect 15 suspected
of wvoly N Emonsn. e 15 no known group or network with whach the subject 15
affiliared

(UWFOUO) If there 15 a kmown group affihanon. rather than using the CENTS system. CTD
personnel wall submut a trace request cable (refer to the CTD Templates Page) to the appropnate
element that handles that group within CIA s Counterterronism Center (CTC) CTC has access to
some data that 1s not avalable to the EIB. whach may provide a fuller trace response than what s
available through CENTS CTC wall only conduct a trace of a subyect who has a known group
afhhaton

12.1.3. (U/FOUQ) NSA Name Traces

(LVPFOLID) Name trace requests to the NSA are also sometumes called requests for information
(RFT) Legal constraunts forbid NSA from conducting trace requests regarding USPERs NSA
also has special requurements regarding a citizen of a Five Eves (FVEY ) member country. Thus
it 15 important to know the nationabity of the wrace target and mclude 1t whenever possible An

NSA request can be made by one of two methods: (1) electromcally. using NSA s Custome
Gateway system or (2) via an EC

"y mg te SCION syen R ™
svstem usmg the SCION system a

2 (UNFOUO) EC methed An EC may also be used to subnut the necessary information to
the NSA s semor representative to the FBL who wall then forward the information to the
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12.2. (U) Interviews
(UHMFOUO) An mierview 1s the questionmg of an mdividoal (mehsdeng 2 subyect)

desipned to pather mformation that 1s accurate. F_h,ﬂiﬁﬁw
authonzed assessment or predacated mvestigation Sere OO Section 18

{UffFﬂUﬂ]Fwnﬂu:ﬂmﬁnhmhddmﬂlhw“l—* &
12.2.1.  (U) Authorized Investigative Activity Eate s |
(U/FOUO) Interviews are authonzed m both the I'T and DT Programs at all levels of
mvestigative activity

12.2.2.  (U) Deconfliction

(U/FOUO) An FO must implement strong deconflichon measuges pnior o mierviewng the
subject of a predicated mvestipation to ensure the mterview will not compromse mvestigations

i other FOs or alert the subject s associates Such deconfliction nmst be documented 1o the
mvestigative file m advance of the mterview A copy must also be provided 1o the CTD programs
management umt The deconflichon documentation must address the following meues

e (U/FOUO) The name(s) and mvestigative file numbex(s) of amy FBI subjeci(s) knows 1o ;' g-*r
be 1n contact (e g . personal telephomc. or e-maul) with the subject of the meraew. :*JI

s (U/FOUOQ) The name(s) of any indmadual(s) of sigmficant mterest (e g 2 knows or %
nmmdmmﬂm-humhnﬁmd-mmm-rhﬂ G
contact with the subect of the mterview ':J,f-(

. mrrmun}ﬁ:ﬁmyufcmmdﬂrhﬂhhumhulﬂﬂ iy 8
i one of the above groups known to be n contact with the subject of the miervaew. *;;-‘- ”5;._.

* (U//FOUO) The steps taken to coordmate with other FOs. Legats. andior USIC, federal.
state. local. or foreipn partners whose mvestigative equaties may be mmpacted by 2 SN
planned mterview s ?.

. mfmn]mmmﬂmpm&-ﬁuﬂ-u—uﬂhﬂ
the wterview 1w be alerted to possible FBI mvestigative mierest

e (U/FOUQ) A synopsis of the general mterview approach strategy (e g, a
secondary screeming by CBP or a possible offer to become a CHS) and amw
or nondisclosure of FBI affikation that 1s planned.

« (L FOUQ) What «f any, mformanon from sensstrve sowrces
CHS) has been used 10 formulate the interview questons, and
to protect the sensitive source



Financial Traces

A financial traces are available as a resource for all levels of terrorism
mmn-huhmmmm (NCS).
forergn financial transaction data. Sensitive financial traces differ
“Mmuhhmm:mﬁmﬂ

Mmmhmnkmﬂcui:mm
- - »duhmm-ﬁknfu
pesting a sensitive financial wace. TFOS will review the
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. (U/FOUO) Net Talon National Initiative

P I ) 8

Mﬂ,mm FVEY) Temmonsts  use of the Internet has ]ll‘!ﬂ'ﬂtd Ii1r FHI Il.'hr USI[ Iaw
enforcement, and U 5 allies with a senous challenpe The Internet 15 a prncipal ool for terronst
orgamzations m countenng the physical dispersal and decentralization brought on by the
Amencan and allied response to the September 11, 2001, attacks The percewved anonymmty,
secunty, and efficiency of online commumcations have attracted the attenbon of tenonists, then
facilitators, and thew sympathuzers The result has been an explosive growth of termonsts using,
the Intemet for commumcations. propaganda dissenmnaton. fundrasing, recrustment . operational
planmng. trammg. and radicabization. Efforts by the FBI and its partners to mvestigate, explost.
and chsrupt tervonst networks are being challenged by the rapnd prowth of termonsts” use of the
lnternet In May 2008 the NTNI was approved by CTD The NTNI 15 constructed to
strategacally focus operations targeting termonsts’ use of the Imternet through OCEs. UCEs. and

CHSs

Note: (U/FOLUO) Not all Group 1 UCOs wall be wncorporated into the NTNI Each
operation will be evaluated on an mvestigation by ivestigation basis. and a
detennmmation made based upon several entena, including scope. goals, and objectives

17.1.  (U/FOUQO) Net Talon Goals
(S/REL TO USA. FVEY) The goals of the NTNI are

» (S/REL TO USA. FVEY) To detect, penetrate, dasrupt. and dismantle online terronst
networks

e (S/REL TOUSA. FVEY) To know, momtor, and target an adversary's online domam

e (SV/REL TO USA FVEY) To identify, direct. and recnunt the most appropnate FBI online
resources to target U S adversanes and thewr online domains

« (S/REL TOUSA FVEY) To develop and manage online resources to maximze
HUMINT penetration into online terronst networks

* (S/REL TO USA.FVEY) To estabhish and support standard operating procedures for
Group 1 UCOs targeting terronists ' use of the Internet
» (S/REL TO USA FVEY) To establish standardized tramung for appropriate NTNI
personnel
17.2. (U/FOUO) Net Talon Objectives
17.2.1. (V) Effective Tasking of Undercover Personnel

(S/REL TO USA, FVEY) The establishment of the NTNI allows visilsty wnto the online

actvities of all OCEs. UCEs. and CHSs targeting IT subjects and provides a program to ensure
they are tasked according to their skall sets and workloads. The use of OCEs. UCEs. and CHSs 1s

warranted when 1t 15 prudent and necessary to provide support and/or assistance to ongong
mveshgations
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1722, (U) Centratized Deconfliction

(S//REL TO USA, FVEY) The NTNI establishes the centralized methods that will be ued 1o
deconflict targets, OCEs, UCEs, and CHSs within the FBI the USIC. and mternational partaens
For more mformation. iefer to subsection |/ 5 of this PG regading the Net Talon Database

17.2.\. (S/NF) Joint Operations with USIC and International Partners

(S//NF) To meet the FBI s mussson of mtelhipence collection and 1o respond to mvesthigatove
program pronties at national and/or mtemational levels. if 1 necessary for the FBI to conduct
jount operations with the USIKC and imternational pariness. The NTNI will support these jout
operations and has the capability to utilize all the resources and tools available o the FBI USIC,
and international partners

17.24.  (U) Focused Strategic and Tactical Analytical € spability

(S//REL TO USA. FVEY) A sipmficant component in nearly every IT mvestigation s acqpanng
enough analytical resources to analyze and dissermnate the mformation collected In the past,

these resowrces were limted to the amount of persormel m a particular FO and then relevant shkall
sets The NTNI creates single points of contact withan the FBI that are “centers of expertise” for

a particular tarpet set or commumnication platform

(S//REL TO USA, FVEY) These centers of expertise help to produce analvtic products 1o
enthance the knowledge of tetronsts use of the Internet. develop tools for identsfying and
dismantling online terronst networks. and share trends in terronists  use of the lntemet |t s
understood that targets may cross centers of expertise As such CITL 15 responsable for both
ensunng deconflicion between the centers of expertise and for coordination of effost

(S/REL TO USA. FVEY) The centers of expertise provide the FBI. USIKC, and stemational
partners the abihty 1o draw upon the knowledge and resowrces of the centers m thewr
mvestigations NTNI analytic products and reporting are dissemmated to the FBL USIC and
mternational partners, as appropnate

17.2.5.  (U) ldentifv and Address Intelligence Gaps

(S/REL TO USA. FVEY) The NTNI addresses known miclhgence gaps and identifies onbne L .
terronst networks i a centralized manner. consistent with the AGG-Dom and DIOG The T
imtiative ‘s cohesive analytic capabilities allow for strasghtforward recogmtion of mtelligence ]
gaps and companson of newly established threats Smmultanecusly 2 network of associated s
UCOs effectively addresses those mtelhgence gaps -

17.2.6.  (U) Establishment and Sharing of Best Practices

(S/REL TO USA. FVEY) The centralizing nature of the NTNI lends itself 1o the mgwoved L
discovery and promulgation of best practices In the past. best practices were ofien hmated 0 2
single FO or shared only through informal discussions between FBIHQ, FOs_ and the USIC The
NTNI captures, dissenunates, and shares the tools and methods that have proven effecoveand
useful in mvestigating terronsts use of the Internet These hest practices are shared and S
formalized n raming pwdance, and commumecanon documens
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1727, (U) Centrahized Intelligence Dissemination

(S/REL TO USA. FVEY) A key component of NTNI 1s ats abnhty to function as a cleannghouse
for all FBI mtellhigence regarding temmonists’ use of the Intemet and the collective response to the
threats posed Previously, reportmg from individual operanons was sent to numerous wmits within
CTD and CyD The result of that system was frapmented, compartmentalized mtellipence and an
mahility to see and commumicate a comprehensive view of terronists” use of the Internet

(S/REL TO USA, FVEY) Under NTNI, intelhgence reporting on the terronsts” use of the
Intermet can be centralized under CTTU, whach wall appropnately coordinate wath other unats
within the FBL as well as wath USIC and international partners

(S/REL TO USA_ FVEY) When an FO determunes that information from any OCE, UCE, CHS,
and/'or Group 1 UCO under the NTNI affects mvestigative matters i another FO, the appropnate
FBIHQ unit must be notified, and the information forwarded to the other FO under that office’'s
mvestigative file All communications must be properly uploaded to the FBI's permanent system
of records. unless extraordinary circumstances necessitate an exception to this requirement and
the exception 15 approved by the Deputy Drector (DD)

1728 (U) Centralized Resource ldentification and Iracking

(SYREL TO USA, FVEY) A recumng benefit of NTNI 1s centralizing the management of
mnformanon and resources With the establishment of thus imtianve, CITU and CTUC are the
central authorities over resources avalable to target. analyze, and exploit potential terronist
activaty online Additionally. NTNI has established tools and methods for trtacking the allocation
of such resources

17.2.9. (1) Standardized UCO Administrative Tasks

(S/REL TO USA_FVEY) The NTNI standardizes the admumstrative tasks, as well as policy and
gmdelnes of Group I UCOs targeting terronsts’ use of the Internet. Standardized language will
be created and utihized in documentation relative to CT online UCOs

17.2.10. (U) Consistent Backstopping

(S/REL TO USA. FVEY) Central to all online UCOs 15 mamntainung the secunty of covert
operations Protecting the true identity of any OCE, UCE. and/or CHS 1s always the pnmary
concemn 1n any decision related to these operations. This pnnciple extends even to the decisions
to dissemunate the identsties within DOJ and among JTTF partners. The NTNI standardizes the
backstopping process and procedures for Group 1 UCOs targeting terronsts ' use of the Internet
Os ac ing
the

for additonal

17.2.11. (U/FOUO) Net Talon Organizational Structure

(S/REL TO USA. FVEY) The NTNI serves as an orgamzatonal tool to bnng sinmlar CT Group
[ UCOs targeting terronsts use of the Intemet under the program management of CITU. CITU
exploits inteligence to track current rends of terronsts” use of the Internet. as well as reviews
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NTNI FOPs are the center of expertise for then target set or
approve the usage of OIA authormies and coordinate with CITU for _
Suboperations (SO) fall within the scope of an existing FOP, ﬂﬁﬂl ' '
operational coordination mmwmumiﬁniﬁﬁﬁh

Figure 1. (U//FOUO) NTNI Organizational Chart
17.3.  (U/FOUO) Net Talon Roles and Functional Responsibilities
17.3.1.  (U) Counterterrorism Internet Targeting Unit
(S//REL TO USA, FVEY) CITU 1s responsible for the overall program
NTNI and the FOPs under the NTNI. CTTU must:
e (S/REL TO USA. FVEY) Assign and prioritize mvestigations and le:
mcluding:

o (S/REL TO USA. FVEY) Be the lead for the FBI s efforts wr
and with ntemational partners to deconflict UCOs targetmg te
Internet.

o (ymﬂmmmm-q—w
targeting of subjects.
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(S/REL TO USA, FVEY) Deploy, manage, and mamtain the Net Talon Database for the
deconfliction and program management of resowces

(S/REL TO USA, FVEY) Conduct routine audhts to ensure all profile and persona
mformation m the Net Talon Database 1s cumrent and accurate

(SYREL TO USA. FVEY) Review, assign. pnontize, and track requests to target CTD
mveshigative subjects with an Internet nexus

(S/REL TO USA. FVEY) Penodically conduct an overall FBI strategic review to
determune when new mvestigatons targeting terronsts ' use of the Intemet need to be
opened Vahdation 15 an ongoing process to momtor, review, assess, and evaluate an
FOP CITU wall ntilize reasonable methods to vahidate the purpose and massion of the
FOPs and ensure they are pnontized withan the goals and objectives of CTD

(STREL TO USA_ FVEY) Recerve and review mtelhigence dissemunations for FOPs,

SOs. OCEs, UCEs, and CHSs to

o (S/REL TO USA. FVEY) Explont mitelligence to track current trends of terronsts’
use of the Internet

(S/REL TO USA_ FVEY) Review and analyze reporting to uncover links between
vanous immvestigatons, and provide thus analysis to the appropnate entities

(UNFOUO) Coordmate with CTUC to ensure all OCEs and UCEs are properly certified
mramned. and safepuarded pnor to being ::-w-r.mmul on any nflhe NTNI's undercover
operatons. CTTU also ensures that tramung 15 go .

OCEs. UCEs. and CHSs Sere the
the
Oofmaton

(UYFOUO) Assist CTUC 1 the development of speciahzed ramming

(LY FOUO) Review and apply for OLA authonity, as necessary. for FOPs. Coordinate
with FOPs to ensure the language and scope for OIA authonties that benefit the entre
NTNI are optimmzed All OLA requests must be submutted to NSLB for approval

(UY/FOUO) Manage. tramn. and provide oversight of the operational use of OIA
authonties

(UVFOUOD) Collect OLA authority usage from FOPs and provide the proper reporting to
NSD's Counterterronsm Section (CTS) regarding the OLA withun the stated tume frame

(LVFOUO) Propose, manage, and allocate budget funds in support of the NTNI major
mveshgahon
(UYFOUO) Assist in the preparation and presentation of UCO mmtiation and renewal

paperwork, mn accordance with NSB undercover policy for all FOPs that will fall undes
the program management responsibility of the NTNI

for additional
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ﬂﬂ@ﬂlﬂ)}ﬁu&wﬁﬂﬂﬂ?udﬂ_“ﬂﬂm-ﬂ_i .-" |
falls withun the scope of the NTNI In addition, CITU will help determune m
SO will ransihon mto an FOP '

ﬂ]fmmjﬁmﬂhad:ﬁﬂuunh“u#
collechon, reporting. dissenmnation. and deconfliction.

(U//FOUO) Recrut. develop. and tramn OCEs, UCEs, -duﬂu-n—ﬁ-ﬁ--ﬁ
CTUC, the FOP, mmmmmuhmmwm

(U//FOUQ) Coordmnate with FOPs on all sssues concermng the 1SS as apphicable to the
NTNI i
(U//FOUQ) Coordinate commumcations and miclhigence dissermnations betweenthe
FBL USIC. and mtemational partners for all FOPs under program management of the ' 3

oo
e

NTNI i

e (U/FOUQ) Carry out ELSUR procedures, as determuned by the DIOG, the Operational
Technology Division’s (OTD) Data Intercept Technology Unat (DITU), and RMID's . ;,_g_-""_uf
ELSUR Operations Unat. . j_;:z;-ij

17.32.  (U) Counterterrorism Division Undercover Operations Unit 2%
(U//FOUO) CTUC 1s responstble for the oversight and management of all UCOs that fall wathen .;
the scope of the NTNI and must specifically il

17.3.3.

(U//FOUO) Work with CITU to determmne whether an exasting UCO or proposed FOP \,::'-'-..*
falls withan the scope of the NTNI. In addstion. CTUC helps determune of and when an gty ©
SO will transition into an FOP _”-‘-' ..: :

(U//FOUO) Coordinate with CITU and NSLB to submut any proposed FOP for Group I
UCO review by the National Secunty Undercover Review Commuttes (UCRC) and =~
obtam approval by the AD, CTD, xmﬁngmmwhﬁm

(0307PG). Ve

(U//FOUQO) Review all policies and procedures of the NTNI ﬂl““ﬂ
necessary, to conform to CTUC standards.

(LT‘DUD]CWN&CHUWMHCE::&WH:!M*
trammed. and safeguarded prior to operational actraines CTUC works wath CITL

unplemented as needed See the
for addional nformaten.

(U/FOUQ) Work in coordination with CITU, FOP. and 1 certam
LSS, to recruat. develop, and tramn OCEs, UCEs, and CHSs.

(L) Franchise Operations

(S/REL TO USA, FVEY) An FOP 15 a Group I UCO that has been.

its own operating budget, whchumumduﬂtﬂm
expertise for its target set or comnmmcation platform. and us
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(U/FOLIO) Have at beast one contact agent and one OCT and/on UCE

o (UAPOUO) No one may sexve withan the same FOP as both an OCH on a UCT and
the case apent for the FOP

(UFOU) Coordinate with CTTU on all mvestigative matters

(UFOUI0) Coordmate with CITU, CTUC, and othey necessary entiies regarding the
trpetng strategy to be implemented by the contact apents, OCEs, UCLs, and CTiISs
whom the FOP durectly operates and manapes

(LVFOUO) Ensure that the predication for all imvestigative subjects tapeted thwouph the
FOP s sufficiently articulated in the appropnate FOP documents

(LFOLIO) Approve the usape of OIA authonties for OCEs, UCEs, and CHSs The FOP
summanzes the usage of OIA and report to CITU . as stipulated in the operating OIA
Further, the FOP 15 responsible for ensunng all reporting requurements are met

(U/FOUO) Monitor all OCEs, UCEs. and CHSs to ensure they are operating in
comphance with all apphcable legal and policy requirements and duection

(U/FOUO) Handle requests for equipment or other resources from contact agents. OCEs,
UCESs, and CHSs

(U/FOUQ) Dhissenunate mtelhpence from OCE, UCE, and CHS reporting, 1in
coordmation with CTTU

(LWFOUO) Recruat, develop, and traan OCEs, UCEs, and CHSs, in coordination with
CITU

(U/FOUO) Enter and update OCE. UCE. and CHS mformation in the Net Talon
Database for deconfliction and program management purposes

(U/FOUQ) Conduct routine audats to ensure all profile and persona information n the
Net Talon Database 1s current and accurate

(U/FOUO) Wiite and submut Group [ UCO proposals/renewals to CTUC and CTTU
Draft proposals/renewals will be submutted to CTUC and CITU for review pnor to
obtammg local sipnatures

(U/FOUQ) Dissenmnate reporting to CITU and the appropnate FOs In addition to any

appropnate mvestigative files, FOPs wall ensure all OCE, UCE. and CHS
communications are captioned to the assigned subfile under the NTNT investigative file

(U/VFOUO) Ensure that requured backstopping 1s done for all OCEs. UCEs. and CHSs
mvolved m an operation

(L FOUD) Concerns regarding OCE or UCE personnel must be addressed with CTUC,
CITU, and the contact agent
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e (U/IFOUO) Fnmue comdmation with the case agess

o (LFOUO) Provide ramers wheo will be utiloznd m conds
CITU and CTUC, a8 sequested -

. nymwﬂ-m-imum
158 w recrul, develop, and wam OCEs, UCEs, and CHSs T

methods to vahdate a CHS ‘s wdentity -ﬁu—n“
has been recruted . the FOP s required to comply with the Conyf

Policy Chude ((499PG) on all matters segadang 2 CHS.
1734,  (U) Suboperations (50)

(U/FOUQ) An SO must fall within the scope of an cxisting FOP and 1 developedm
rm&::hmwﬂhlhel’ﬂ?ndmu with the mstent of becommg 3 UCRC -approwed FOP.
ﬁ::ldmgnfmmlmgl'ﬂ!' Refer 10 subsectson 1775 of thas PG for the process of mtia

SO The responsibilies of an SO are 1o
s (U/FOUO) Fall withm the arprung set of the FOP

» (U/FOUQ) Have at least one contact agent and one OCE. UCE. or CHS.

o (U/FOUQ) It 1s not recommended that the primary case ﬂh-m-“l“
of the SO

o (IJI!FDIJG]MM&#EHHM‘EH*I‘HM .
UCE o

. ﬂJﬁEﬁD]R@M&rmﬂyh&F{rhmMn _-.""r'
ASSISIANCE, a5 NECesSsary ‘f“'

. mrm;mmmum?mhmmh% ot J..-
OCEs, UCEs. and CHSs operating under the SO : ey

. MIM)MMhmﬁﬂmmmﬁ »
SO 1s sufficiently articulated mn the appropnate SO documents _ .:“il'

I

. mrmm}wuwdm“hmlm-IM" :
FGPmmmh“ﬂm*uﬂqﬂﬁﬁm i

stipulated mn the operatmg OLA authonty
. (mm:n}m:noc&m-AMn-mnupﬁi
mmmwmﬂmwm
e (U//FOUQ) Subnut requests recerved from contact agenss. € :
FOP for equupment or other resources

» (U//FOUQ) Dissermnate mielbgence from OCE. UCE.

-t
|
o .
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FMMHEHNWMEI:M the NTNI
mvestigative

(U/FOLO) Innhate appropnate mveshpahons of tarpets of mierest that are within the
scope of the SO

(W/FOUO) Upon the direction of the FOP, CTTU, and CTUC, draft and obtan local
approval for a Group 1 UCO to become an FOP, as part of the NTNI1

(U/FOUO) Conduct routine audits to ensure all profile and persona mformation m the
Net Talon Database 1s current and accurate

(U/FOUO) Work in coordination with CTTU, CTUC, and m certain instances CHOU o
LSS, o recrmt, develop. and ram OCEs, UCEs, and CHSs The SO utilizes reasonable
methods to vahdate a CHS 's identity, informaton. motivahon, and access Once

recnuted, the SO 1s requured to comply wath the Confidential Human Source Policy
Chiide (499PG) on all matters regarding a CHS

{U/FOUO) Address concems regarding OCE or UCE personnel with CTUC, CITU, the
FOP, and the contact agent

(1) Contact Agenis

(UY/FOUO) The contact agent’s pnmary responsibility 1s to manage OCEs, UCEs, and CHSs by
acting as an intermediary for all commumcanon from the NTNI and FOs whose mvestigations
are bemng supported by the NTNI. Specaifically, the contact agent must

(LU/FOUO) Ensure that OCEs, UCEs. and CHSs have proper backstopping and traming
for the tasks they are asked to complete

(U/FOUD) Ensure full comphance with the requured paperwork for the participation of
OCEs. UCEs, and CHSs m the NTNI

(UWVFOUQ) Provide guidance to OCEs. UCEs._and CHSs for the lementation of the
B iy ol busiing S che SN o« oo
mformation

(UV/FOUO) Monator all OCEs, UCEs, and CHSs to ensure they are operating 1n
comphance with all apphicable legal and policy requirements and direction

(U/FOUQ) Review OCE, UCE, and CHS reporting documents for dissenunation through
the NTNI FO reportng chain Ensure that threat information 15 immediately dissenunated
m the appropnate form to the proper parties

(U/FOUD) Address concems regarding OCE or UCE personnel with CTUC, CITU. and
the case agent.

(UYFOUO) Ensure FOP coordimation with the case agent concerming the subject bemng
targeted by the OCE, UCE. and/or CHS
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*  (U/FOUO) Submut requests for new equipment,
responsible FOP

s (UFOUO) Complete the appropriate accomphshments w
module of the FBI's central recordkeepmg system for OCEs

*  (U/FOUO) Complete the appropnate “CHS Report Document™
accomphshment report for CHSs).

. ﬂjfmﬂm}ﬁmuaﬂcmh-hg-dm--c“Eﬂﬁ
Confidential Human Source Policy Cuide (MA99PG).

e (U//FOUO) Work with OCEs, UCEs, and CHSs to identify. assess the su
validate other individuals who may be recrusted as CHSs online

e (U//FOUO) If the OCEs, UCEs. nﬁunﬁ-npmﬂyﬂ-ﬂm S
operations within another FO's termtory . the contact agent must have docomented hife »
concurtence from all of the mvolved FOs - -

e (U//FOUQ) Keep the case agent appnised of mformation impacting the operations of
other FOs and/or government agencies that the OCE, UCE. and/or CHS s supportng.

+ (U/FOUQ) Coordinate all requests for subject tarpetng with CITU

+ (U//FOUQ) Ensure all OCE, UCE, and CHS online identities supportmg CT Slane
mnvestiganons are entered mto the Net Talon Database and updated as necessary. T

e (U//FOUOQ) Protect the identities of all OCEs. UCEs. and CHSs for whom they ae
responsible

(U//FOUO) Note: mﬁmmmmmw&mmm

Guide (0499PG), whach has prionity over this document

. ﬂJfﬂFﬂLﬂ]}ngmﬂﬂCEsmﬂp:mﬂmMﬂmhM f_'- |
mcmﬁhmﬂhmmﬂ:hhmuihm# dut — ﬁf 1=

 (U//FOUO) Be familiar with and. as appropnate. use the “Checklst for Agenss F iy,

Online CHSs" provided on the CTD Templates Page. L
17.3.6. (U/FOUO) Undercover Emplovees :E;

(U) A UCE’s responsilines. with regard to NTNL are as follows: s L
s (U/FOUOQ) Successfully complete specialized trainang deemed appropraate by CITU

and’or CTUC, 1n addition to the requared. standard UCE ramang =~ i

* (U/FOUO) Follow tasking and gindance from the contact ag

to the FOP or SO.

e (S/REL TO USA FVEY) Assist in identifying 2
nhdaungpmmdﬂﬁsuhzm




SFOCRET/NOFOEN
(1 Countertermonsm Pohcoy Gande

(U/FOUO) Coordmate all requests for subject tarpeting with the contact apent. who wall
then coordmate wiith CITU

¢ (SREL TO USA FVEY) Ensige all online wentities supporting Ol inveshpahons ae
enteyed mto the Net Talon Database and updated, as necessarny

MAFOUDY While certified UCEs mav work in an onlme role | they wall also have the Aexilnlity
to handle face 1o face/physical world operations agamst the subyects of the NTNI

17.3.7 (L/FOUQO) Online Covert Emplovees
(1) An OCE s responsibilibes. with regard to NTNI are as follows

o (U/FOUO) OCEs are requured 1o Succes sfully complete speciahized trasmng decmed
appropnate by CTTU and/or CTUC m addition to the standard OCE traimng

e (TV//FOUO) Follow taskine and suidance from the contact agent who has been assigned

by the FOP or SO

. S/REL TO USA FVEY) Assist in wdentifving . assessing the suatabality of and

validatine l'-lT.-"'-.'t‘ll CHSs onhine

S/REL TO USA FVEY ) Be available to testifv concermung the OCE's online covert

L ] L |
wctivities if an mvestigation goes to mal If the OCE 1s unwalling to testafy . thus man
preclude the OCE s abality to target certaun subject
e (L//FOUO) Coordmate all subject targeting requests wath the contact agent. who wall
then coordmnate with CIT1
e (S/REL TO USA FVEY) Ensure all onhne identities supporting CT mvestigations are
entered mto the Net Talon Database when thev are created and .'_1'-.5,”1--1
17.1.8 (L FOUO)Y Confidential Human Sources
UA/FOUQ ) The following policies must be followed with regard to CHS paricipation in the
N INL i addition to the peneral ( E.'-"“-'!" licies outlined in the = .

» (U/VFOUO) The NTNI utilizes CHSs in FOPs and SOs 1 order to respond to

mvestgative pnionties and FBI imelligence collection requirement
o (UWFOUO) Intelligence collected from CHSs may be dissemunated  pursunant to propes
dissenunanon procedures. to members of the utellipence and law entorcement
1 » . II. # 17 L #
omnmuuties. i order to support the U'SG s national secunty and law enforcement

_||_|,.. I‘:' P

SECRET/ /NOFORN



17.39.

SECRET//NOFORN
(1)) Counterterronsm Polcy Gude

(UIMFOU0) A CHS will collect mformatuon on the NTNI mvestigative prionities, as well
as assist n dentfying assessing the sutababty of, and vahdating potential CHSs
(U/FOUO) Handhing apents must protect the wdentitws of all CHSs for whom they ae
responsible

(U//FOUO) A CHS may be requured to sign a nondesc losure agreement to protect the
sensitive nature of his or hey relationship withm the NTNI and to avosd jeopardizmg the
effectiveness of the operation

(U/FOUO) Case Agents of Subjects Targeted Through NTNI

(U//FOUQ) The case agent of a subject targeted through NTNI provides operational oversght of
all aspects of an investgation regarding that subyect. specifically

(U/FOUQ) If the case agent of an NTNI subject needs asssstance sdentifymg the
appropniate FOP, he or she may contact CITU for information regarding the capabalities
of each FOP

(U//FOUO) To request assistance. the case agent of the subject coordinates with the case
agent of the FOP and submuts a formal request, as stipulated by the FOP

(U//FOUO) The case agent of an NTNI subject provades the FOP with nformation about
the subject and participates 1n the development of an operatbonal plan

(U//FOUO) The case agent of an NTNI subject 1s responsible for providing the FOP wath
feedback reparding the usefulness of the reporting generated from the mvestigation

(U//FOUQ) The case agent of an NTNI subyect, in coordmation with the FOP_ =
responsible for disseminating the intelligence generated from the actvities of the FOP
that are pertinent to the investigation

17.3.10. (L)) Other Government Agency Partners

(S//REL TO USA, FVEY) Recent FBI efforts to mmvestigate terronists’ use of the Intemet have
yielded excellent relationships with USIC partners and have resulted w the development of
numerous joint operations with OGAs or ternantional partness. Upon request, the NTNT may be
utilized to support OGAs. both international and domestic. The followng factors must be
considered when determining whether the FBI will assist another povernment agency utlzing
the NTNI

1

]

(U//FOUO) Situations in which the FBI or the other agency serves as the prumary pomt of
contact with the OCE, UCE, and/or CHS 1 the mveshgabon

(U//FOUQ) The degree of contact the OCE, UCE. and/or CHS muntans wath the FBI
and/or the OGA

(U//FOUO) The priority of the target
(U/FOUO) Sttuations 1n which the FBI durectly tasks the OCE, UCE. and'or CHS
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5 (UFOUO) Siuations m which a particular opesation pomanly supports & specific 111
mvestipation and/or poal o olyective

(UFOUO) The NTNI seeks to utthee other agenoes’ resources. when necessary in the most

efficrent mannes.

174 (U) Net Talon OCE. Linguist Program

(SYREL TO USA_ FVEY) The DI's LSS/Language Services Translation Centey (LSTC) sesves
as the central coordmaton of lingmst suppont 1o the NTNI and related investigabions by

wdentifyrng hongusts to serve as OCHs

1741, (U) Requesting Linguist Sapport

(S/REL TO USA. FVEY) When an FOP or an SO has a need for a lingust to act as an OCE m
an NTNI related mveshgation the case agent muist contact CTTU and CTUC for an matial
discussion and an evaluation of the request Lingwists wall NOT be approached by the FOP os
SO CTTU and CTUC wall then outhine the requurements for the operation m an EC to the
appropnate LSTC for assistance

(UAFOU0) LSTC canvasses FOs i order to determine the avalability of lingusts wath the

required language and subyect mattes skall sets to support such a request LSTC wll then provide
CITU and CTUC wath the name(s) of the identfied hinpguast(s) Any chanpes or modifications to
the mutial request for support must be cleared through the LSTC to ensure that top FBI pnonties

remam covered
1742 (U) Training and Safeguard Assessment

(U/FOUD) Lingmst OCEs are requured to meet all traming and safeguard assessment
sthipulations set forth in subsection 1/ 69 of this PG

1743  (U) Quality Control

(ur All for the FBI are subject to LSS 's quahity-control process (refer
h%mﬂ are requured to have samples of thewr work reviewed
mn Wi ] waes. Quality control wall provade an addihonal backstop to
ensure that complete and comect mformation 1s being conveyed to the Net Talon case agents

(UFOUO) Given the sensitive nature of the UCO matenals. CTTU wall coordinate wath the
Quakity Control and Standards Uit m LSS to ensure that appropnate work samples are
submutted by the contact agent. m coordination wath the case agent. for quality control review n
a predetermuned me frame

1744, (U) Required Feedback on Linguist Performance

(UAFOUQO) In order to effectively give feedback to ingnst OCEs for progress reviews

performance apprassal reports. and annual work reviews_ the contact agent. i coordmation with
the case agent, may be asked to provide wnitten performance feedback
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1745 tmml—qm—-mﬁﬂ“
(U/FOUO) Langmst OCEs have the nght (o witls ;
personal on profrssional reasons
(LPOUO) I 2t amry pomt. CTTU andion CTUC detenmme that 3
m the OCE program. CT1U and/or CTUC wall mfosms | STC |

I STC removes a lingust from the OCE program . barrmg other
yeopardy will be attac hed 0 the hogmst o question that wosld pe

other NTNI assapnmenis
175, (U/FOUED) Nel Talon Database

(S//REL TO USA, FVEY) To addsess the need for 2 centralized nwthod of snline 4 - R
withun the FBI CTT1) has taken the lead and m collaboration with the Specal Todmolomes and =~
ﬁmﬂﬁu{ﬂﬂ}}wﬂﬂiﬂuh s

;_ I.

All OCE, UCE, CHS, and avaslable USIC and fosegn parsser oulls '-"";‘__;;;_:'e AR
must be entered uno the database for purposes of dex onflcnon for cule pe e
program management of online HUMINT The true same of the OCE, UCE, or CHE '-‘1 A
stored in the system. only the symbol pumber and potnt of contact The datbose will be g
available FBI wide to determme of an anknown onkoe mondoer or faciiery s 2 Unsted States .-
and/or foreign povernment equity }ﬁ.

(LHWFOUQ) The specific purposes for the Net Talon Database mchade

. m#?nm}m:ﬂ“m-_"ﬁ_“ﬂ
FBI users : “:" k
* (S/REL TO USA FVEY) Creating a comprehensrve  seaschable duector o ‘_f.m :
identihies tarpeting [T mvestigations including ¢ -manl addsrsses screen coskrss '
¢+ (S/REL TO USA. FVEY) Creating a centralzed reposstory of svaslable
that will capture lanpuage abnhnes cultural and religsous expertse . and
that can be used mn identifying the appropruate resowrces o deploy onlne
1751 (U) Information Stored im Net Talon Database
{E’MTGUﬂhﬂfﬂlhmmﬂmlIE.dm-ﬂh
that would reveal the true identimies of these mdrnduals -ﬁ.-...- _’ :
{HMMLHHEHMJEHMI-“M =3
be entered mto the database as the profile This mfeemation may mclnde the f
 (UY/FOUQ) Symbol number
o (U/FOUQ) Type (OCE. UCE or CHS) i)
 (U/FOUO) Ongmating FO o
. "lem“{_.i-iw
I J II|.-
.; A
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o
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(L/FOUO) Ape range
(WV/FOUO) Gender

(UFOUIO) Skall sets (e g, langnages, cultuwral knowledpe, reponal knowledpe,
educaton. hobbies, rehimon)

(U/FOUO) Ethme background
(U/FOUD) Rebpous background
(LU/FOUD) Expenence (e g . past employment, education, travel)

(U/FOUD) Investigations (file numbers of cuorent and previous investigations on whach
the emplovee has worked)

(S/REL TO USA. FVEY) Information relating to the online identiies associated with the OCE,
UCE. or CHS must be entered into the database as personas This information 1s hinked to the
profile page and wall include the followng

(U/FOUO) Persona name

(0r0U0) Legend o [

(S/REL TO USA, FVEY) Facilities (type [e g, e-mal, mstant message (IM). blog].
momker. screen name. legend, creation date, deactivahon date)

(U/FOUQ) Creation date
(U/FOUD) Active/mactive
(U FOUIO) Deactivation date

(S/REL TO USA, FVEY) When available, USIC and foreign partner online information 1s
entered into the database

(U/FOUO) CITU wall have the ability to add additional selectors to allow a more accurate
representation of the skills and charactenstics of the profiles and personas

17.5.2.

(U) Levels of Access

(U/FOUQ) The Net Talon Database allows FO investgators two levels of access. dependent
upon thew asssipnments, with a thurd level of access reserved to program management personnel

e Level 1 - (S/REL TO USA FVEY) Access 1s available to all users with access to the

FBI Intranet. and does not necessitate a user name and password It allows for sumple,
linuted quenies mvolving source identities. including online screen names. momikers, and
e-mail addresses. Positive results wall be noted. but not detailed. and only a pomnt of
comtact for the “conflicted” source will be provided

Level 2 - (U/FOUO) Access allows case agents and selected nvestigative personnel the
same capabilities as Level 1 access, with the added capabilities to edit and add data
Users are only able 1o access records that they have created or to which they have been

delegated access
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o level 3 (UNFOU)) Access 1s reserved for specified CITL personsel asipned fhe
responsibality of mamtaming the utepnty and acomacy of e database Ths acorms
alloows CTIT the alnlity 1o mronedaately seach dentify . and allocate resonsers thae ae

most surtable [or a p."llr"jj..n FOp
17.5.3 (U} Entering and Updating Information

(S/REL TO USA, FVEY) All OCEs, UCEs, and CHSs supporting I'l' investigations are regpared
to have profiles with thewr personal chaactenstics created o the database Jt 18 requared (e
every omlie wdentity associated with an OCE a UCE, or a CHS supportmg [T mvestigations be
entered mnto the database when the profile and/or the sdentity s created

(S/REL TO USA FVEY) It 1s the responsibilty of CTTU and the FOP to comduct routine audsts
to ensure all profile and persona information 1s current and acourate The witnmate responssbely
for ensunng that all profile and persona information 15 enteved and updated n the database = 3
tumely fashion 1s the responsibality of the case agent

17.5.4. (1) Requesting an Accouni

(S//REL TO USA. FVEY) Only users who are required 10 enter infonmation inio the database
will need an account. To request an account, send an e-mail to wath
the followmg information

e (U/FOUQO) Name (first, nuddle imitial. last)
o (U/FOUQ) Tnlogy logm
e (U/FOUO) Employee type (agent. analyst. contractor, hngusst. other)
o (U/FOUOQ) Supervisor s name
« (LV/FOUQ)FO
o (U/FOUO) Phone number
o (U/FOUQ) Justnhcation for needing an account
17.6. (U/FOUQ) Other Net Talon Policies

17.6.1. (L) Targeting Priorities

(U//FOUQ) The subjects of the NTNI wall be pnontized according 1o the CTD mussion (refes 1o
subsection * 3 of this PG) and other relevant strategy and objective mndance (refer o

17.6.2 (1) Subjects Targets of the NTNI

(S/REL TO USA. FVEY) The tarpet of an NTNI operation must be the predacated subyect of
ongome IT PI or tull investigation

(S//REL TO USA. FVEY) In order for an OCE. a UCE. or a CHS to visit facailmes such 28 2
Web site message forum blog or other Internet facility. that activary nnst be relevant 1o a
predicated mnvestganon for the purpose of obtanung substantive mielhgence svidence ona
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, MﬂHMIhmhﬂﬁdﬂ Dunng an authonzed visit, an OCE, a

UCE, ov a CHS may dentify other subyects throngh passive montonng or active commumcation
on these Web sites

(S/REL TO USA. FVEY) Conummications with a nonpredicated mdividual cannot be desspned
to collect mtelligence on that nonpredicated person 1 through binlding bona fides, or collectng
wtelligence on a predicated subyect, an OCE, a UCE, or a CHS wentifies an mdividual who

makes statements that predicate that person as an IT subject, then a P1or a full investigation must
be opened on that mdividual to contmue undercover contacts desipnied o collect mtellipence or

evidence on that individual

(S/REL TO USA_ FVEY) OCE, UCE, and CHS reporting must state the reason for the
comrmumscation (e g , for bulding bona fides or to commumicate with a predicated subject or an
associate of a predicated subject of an investigation) and how the commumecation 1s relevant to
the mvestigation. For example. 1f the reason for the commumication 1s to build bona fides, the
reporting will include langnage similar to the followmng “Online activity conducted for the
purpose of bulding the [OCE's, UCE’s, or CHS 's] bona fides. " In thus example. thus statement
must nclude how the communicaton bult bona fides and may not be a mere conclusory
statement

(S/REL TO USA, FVEY) If the reason for the commumcation 15 m further support of the
captioned mvestigation. the reporting will include language ssmilar to the following: “Online
actoaty conducted with the purpose to further support the captioned investgation(s) ~

(S/REL TO USA. FVEY) If any indnidual(s) targeted online 15 confirmed to be located outside
the Umited States, nonfication will be provided to the appropnate Legat and the CIA Tlus
notification will be coordinated through CTTU

(SYREL TO USA_ FVEY) Under certaun crrcumstances, OCEs, UCEs, and CHSs may be 1in
contact with individuals who are not the subjects of predicated investigations (such as for
bunlding bona fides) In accordance with the DIOG (see the subsection on authonzed
mvestigahve methods 1in assessments and predicated investigations: interviewmng and requesting
mformation from members of the public and private entities), i order for an OCE or a UCE to

engage an mdividual for the purpose of acquunng substantive intellipence/information about that
mdadual and that indivadual s actnates, the FO must first open either a PI or a full

mvestigation on that mdividual Thus requirement does not apply to CHSs. In accordance with
the DIOG sectnon on the use and recnutment of human sources. CHSs may tunate online
contacts with subjects of assessments for the purpose of acquuring mntelligence about those
subjects and thewr activities. The specific authonties of OCEs, UCEs, and CHSs are outhined as
follows:

(L) OCE and UCE Authorities

s (LUV/FOUO) When the purpose of an OCE or UCE mmtiating commiuucation with an
mdsvidual 15 to acquure substantive intellipence about that indiwidual and that individual s
activities, the OCE or UCE 1s engaging in “undercover activity.” and the FO must first
open a predicated mvestigation before the OCE or UCE may engage n such contacts
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(U/FOUO) However, if the OCE or UCE ly develops
mformation the associate. and the purpose of the commmmsca
gathening 1 or evidence on the associate, that assoczal :_w,
hmﬁumm#ﬁﬂ Fﬂ*

commumcations. ST ﬁ‘:‘i" :

(U/FOUO) For the purpose of establishing bona fides ﬂ_m
may make postings and commumcate with individuals who are
ﬁmﬂ:ﬂmﬂm:ﬁﬂ-ﬂ.
limitation with respect to the amount of commumnication an OCE or a [
thas regard

(S//REL TO USA. FVEY) If postings are made to establish boma fides o
forum, and the posting recerves responses from other formm users
posting or a direct online contact, the OCE or UCE may commmnscale with
continue bulding bona fides Dmpm-miﬂdﬂﬁﬂ
OCE or UCE, a PI or a full mvestgation must be opened before the OCE o
contmue commumcating with that mdrvadual

(S/REL TO USA, FVEY) In order for an OCE or a UCE to target 2 Web ¥
commumcations mdicate the user 1s mwvolved 1o mtermational terronsm, an m,m‘ ;o
wﬁmﬂmmmhnﬂdhﬁﬁmm worzed

. L3

"'Fl"'-"- -y

undercover contact for UCEs and OCEs.



Tarpet 15 not a
subpect of a P1ov a Tarpet 15 the Target s the
full ! subyect of an Illh]l'!:l;:""lpl
ora
{a:,mtltr,llmd assessment tion
Contact to obtan
mtelhgence about the No No Yes
! t-E{ -~ il
& | Contact to mamtamn
| only, not :: to obtan ¥es Yes Yes
mlllEﬂ:
Cnnu-:tmnhm“
e ﬂ-h]fﬂg nfaPIurt: Yes Yes Yes
full investgation

Table 4. (S'REL TO USA, FYEY) When Online Undercover Contact is Anthorized for an OCE or a UCE
(1) CHS Authorities

(U/FOUO) The term “undercover activities” does not apply to the activities of CHSs
The subsection of the DIOG on authonzed investigative methods in assessments and
predicated investigations to use and recruit human sources pernuts the tasking of CHSs m
the course of authonzed assessments Therefore. because CHSs are not under the same
restniction as FBI employees with respect to the requirement that a predicated
mveshgation be imnated prior to targeting an individual, a CHS, unhike an OCE or a
UCE. may be tasked in an assessment to acquure substantive intelligence about an
mchividual and the mdividual s activities. However, before an FO may target an
mdivadual and task a CHS to acquare intelligence concerming that indivadual . an
assessment must be mitated for an authonzed purpose per the DIOG (see the section on
authonzed purposes)

(LI/FOUO) Once an assessment 1s opened on an ndividual. a CHS may engage
unlnuted commumcations wath associates of that subject for the purpose of acquuning
additional mtelligence or evadence on the subject. unless prolubited or restricted by law,
regulation. or policy

(U FOUO) However. if the CHS subsequently develops information regarding the
associate that pernuts at least an assessment to be opened on the associate, and the
purpose of the commumcanons 1s to gather intelligence or evidence on the associate. the

mmmm least) the subject of an assessment. pnor to the CHS
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17.6.4 (1) Oiherwise legal Activity

{LTOLUO) In coomdimation with NSD s CTS and the NSLB, CITU mamtams anmual blanket
(MA suthomzations for all FOPs under the N TN New FOPs are oot covered by thas OLA unitil
officially notified by CTTU CTTU 15 responsable for anoual renewals of these blanket O1A
authonzanons All OLA nmest cease at the end of the authonzed penod unless there 15 wnitten
confirmation that the OlA has been extended The following pundelines wall be followed by the
NTNI w regard to OLA

(SYREL TO USA. FVEY) As requured by Section V.C  of the AGG- Dom, Section V of

dtnrnay: (Tasaral 's ¢ elinas Rov ; 37 Jovtin] Fivime ! the
LG, the Confrds ) ¢ (0499PG). and thas PG, FBIHQ wall request
appropnate AD and X)) authonzanhon for parbicipanon in OLA that cannot be authonzed by the
SAC for all FOs mvolved in the NTNI (refer to subsectin ). UCOs that transition from

stmctly onhine to face to-face mav requue OLA authonty separate from the blanket NTNI OIA to
protect the sensative method of tarpeting extrenusts online

i1 ‘.I.Plll_ll ation Process

(UVFOUQ) OLA authonty apphcatons must be coordmated with CITU and NSLB. who will
work with NSD s CTS to obtain OLA authonity

o (LVWFOUD) As each FOP 15 approved, the case agent must concurrently apply for the
OLA authonties under the NTNI The FOP will only need to separately wpply tor those
authontes that are not included 1 the blanket OLA

» (U/FOUOD) OLA authority applhications that wall benefit the entue NTNI must be
coordinated with CITU and NSLB

» (LYVFOUQ) Requests tor emergency OLA approval must be handled in accordance wath
the DIOG tor FBI emplovees and i accordance with the
' | (AGG-CHS) for CHS

T - =

» (UYFOUQ) At the end of the penod for whach the OLA was approved. the case agent
must cease actiaty unhl wntten confirmation 1s provided by CTTU that OLA has been
renewed Without wnitten confumation that OLA has been authonzed for an additional
5ﬁ1~-—1 on the dav that OIA 2 :I:i',unf iion ends. the case acent must send written
confirmation to CTTU that all activines for whach OLA 15 requures

|;:|".|' ' | -"-a.
(L) Reporting Reguirements
1

(LY FOUO) Below ate the reporting requurements for the use of OIA in the NTNI

o (LUYFOUQ) Betore an FOP utilizes an OLA authonity, the case agent must notify CTTT
No further action wall be taken until CTTU provides concurrence. Thas allows CTTU to
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ensure that all necessary athonbes are |
nstance of each achvity This notfication
o (U/fFOUO) Contact must document all usage of O
specified in the mﬂhﬁ_.fﬂm
authonzed by the OIA for the first ime the contact agent must reference and dor.
the FOP's pnor coondmnatson with CTTU. g
o (U/FOUO) The case agent must periodically provide CITU with a se
the OIA authornties utithzed mecluding a brief descryptson of the usape
mumber As DOJ requares a 90-day report on FBI OlA actrities, FOP I
requured after an imatial penod of 75 days .--.'I"-; o

e (U//FOUO) Every 90 days. lemm:upm_“ﬁm .Il"'
authonties utilized rf D

. [Ufﬁﬂﬂﬂ)lfmFﬂFuMhmumﬂdﬁm
must compile a report summanzing the use of that authorty, to be r
CITU every 90 days

e (U//FOUO) CITU forwards OIA reports to NSD's CTS for review. as necessary 5 g
() Usage of OIA Authorities by Undercover Personnel
(U//FOUQ) Below are the mmhuﬂmwmm-mm

« (U//FOUQ) OCEs, UCEs, and CHSs of the NTNI may utilize the NTNT s C
with proper documentation of thew status as workng withen the auspsces o

+ (U//FOUO) All participation 1 OIA mmst be mn accordance with the CH
AGG-CHS

17.6.5. (U} Classification Guidelines
(U/FOUO) All documentation generated by personnel from the NTNI
NSICG. This mcludes, but 1s not homted to
* (S/REL TO USA. FVEY) The protection of the senssirve method
Web site or online network (refer to subsecnion 98 ).

e (U//FOUO) EC documentation of all activity conducted by OCEs. UCEs and CHSs e
the authonties of the UCO, u:hhglﬂj-ﬂﬂ_ﬁh ';'1:_ e

= (U/FOUO)FD-1023. “CHS Reporung Document " [restncted acce ] _':.,,_.:L
nformation provided by a CHS M g

o (U//FOUO) Verbatim translations of amy text A

« (U//FOUO) ECs pertauing to subject targets

L
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1766 (U) Prosecution Guidance

(UMFOUIO) All investipations that may lead to prosecution must be coordinated with CTTU,
NSLB, NSD's CTS, and the invesngatmg FO's USAO

17.6.7. () Attorney General Exemptions

(U/FOUO) As necessary, all FOPs are requured 1o mdividually obtan the deposit of funds AG
exemnphon through CITU and CTUC. Additsonal AG exemption applications must be
cootdinated wath CTTU, CTUC, NSLB, and NSD's CTS  Refer o the Confidential Funding
Policy Chade (0248PC)

1768 (1) Training

(L FOUO) All OCEs and UCEs for an FOP are requured to meet with the FO undercover
program ASAC every six months All OCEs and UCEs are requared to pass the safeguard
assessmnent and the appropmate OCE or UCE cerificaton course before becommg operatonal

(U/FOUD) In exceptional circumstances, a noncertified OCE may be used ationally as part
of the NTNL m accordance with the requurements outhned i ﬂr“
(UFOUD) Select NTNI personnel, including each NTNI FOP case agent, are requured to attend
annmual NTNI tranang sponsored and hosted by CTTU  As necessary, FOPs wall be required to
provide personnel for traming courses sponsored by CITU and CTUC

(U/FOUQO) It 1s recommended that each FOP schedule a trasming conference for its personnel
approximately six months after the anoual NTNI tammng . At thus tune, OCEs and UCEs of the

FOP must bring all of therr UC hardware to the conference for inventory purposes  Attendance at
these traming conferences must be documented via EC by the FOP

(SYREL TO USA_ FVEY) Tymcally, CHSs will not be allowed to attend the atorementioned
traning courses and conferences for operatonal secunty reasons  As additional traimng becomes
avaslable, contact agents may be asked to attend these trammng courses and conferences and brief
CHSs on the best practices for online targetng For CHSs bemnmng thewr participation in NTNI
operahions, thew onlme activinies may be comroborated by checking the informanon they provide
via OCE or rehable CHS venficanon and/or through open source and FBI database checks

17.6.9. (L) Safeguard Assessments

(UWFOUO) A current safeguard assessment 1s requared for all OCEs and UCEs pnior to
becoming operational 1 accordance wath the NSUCO PG OCEs. while operational are also

requuared to complete an annmal safeguard assessment UCEs. wlule operational. will be requured
to complete a seruannual safeguard assessmemt

17.6.10. (U) Consensual Mounitoring and ELSUR Collection

(UFOL0) For basic rules on consensual momtoning. refer to Section 18 of the DIOG Below 1s
additional pwdance specific to the Net Talon Program

(LW FOUQ) UCEs ar OCEs must complete the consent forms according to the instruchons hsted
below CHSs must complete the consent forms according to the instructions listed below . unless
mstruction 1s g@iven by the CHSPG, in whuch case, the CHSPG must be followed
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o (LIFOUKD) The true name of the OCE or UCE rmst ned be used on the FID 477 fons.
Instead the omlme alias or symibol munbes 1w uned

o (UIFOUO) The comtact agent also writes the UCE s, OCE s, or CHS s symbol menler on
cach form for wdentification purposes

o (UHFOU) In the addiess field the FO lormon where the sudrvidual ressdes s 50 be sued

e (S/REL TOUSA FVEY) Until such tume that the FIJ-472 frm contams Enpsagr
pertaming 1o electome consensual momtormg. the contact agemt handwrites Laguage on
the forms o the effect of  The mdridual prves consent for dertome consensusl
mwtutonng of s or hey activities 1o iochude ¢ maal instant messagng. Web uteloran
posting private messagmg and VolP

(S/REL TO USA. FVEY) For all OCE, UCE. and CHS collertson. Inmage Captuse sofisase
deemed appropmate by CTTU must be used to collert all screen dhots ¢ muls. pryvale messagmng.
and Web postmp actuvities Additional software s used 1o collect msiat messapmy achviises
FOPs may contact CTTU for pusdance concermng the appropnate software

(S//REL TO USA. FVEY) DIOG Section 18 states that all recordengs pursuast to consenst sanst
be stored n ELSUR Therefore all one to-one commmumcations with 2 taget. melnteng

commumcatng 1n e-maals. chat rooms mstant messaging. privale mess and VolP made
' ICEs ; he s o EILSUR via the
All cuvent ELST 3¢S € 5

DIOG and other policies must be followed

17.7. (17) Procedures and Processes
17.7.1. (1) Working with Other Government Agencies

(UH/FOUO) CTTU wall coordenate all jount operations with OGAs and smernational parteers and
will give final approval for the use of contractors mn an operational setteng CTTU oot be
notified whenever information needs 1o be passed 1o OGAs mternational partners o
contractors

17.7.2. (L) Imvestigative File Structare

(U/FOUQ) As appropmate. FOPs will use standardized subfile nomenclatue set forth by the
NTNIL which will be in accordance with the standards outlned m the DEOG Each FOP wall kave
an FO 415 file i parallel 1o the NTNI invesuganve file number The FOP wall have 2 sulbsltle fon

iri- Iii and UCE under its auspsces n 1ts paralle] mvestigatrve file (e g
|

(U//FOUO) The list of approved subfiles inclndes but 15 not lamsted o
* 1A - l1A section exhibas
o ACCOUNT-1A - case agent copses of statemnents and checks
o ACCOUNTING - case agent tracking of UCO expendihares
o  ADMIN - admumistrative items
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e HR - financial analyst wackmp of UCO expendibires

= HR 1A - fnancial analyst onpgmal statements and copnes of checks
s CF - mvestgaton expenditures

s DISSEMINAT - imformaton disseminated outside the 1O

» ELA - ELSUR adnumstrative

= ELAIl - ELSUR ongmal lops

e ELAIA - ELSUR copies and lops

« ELAIB - ELSUR transcrpts

« ELA3 - consensual momtonng records

o [INTELPROD - mvestgathve mtelhigence products

o LEGAL - OIA authonties AG exemptions, policy. public service announcements (PSA)
= PEN - pen register report

« RPT - CHS reporting

s STATS - statnstical accomphshment

17.7.% (TVFOUDY Transition to Face-to-Face Activities

17.7.4 (L) Initiating New Franchise Operation

LIWYFOUO) The FO wall work with CTTU, CTUC, and NSLB to draft and subnut a Group 1 UCO
1-"'-"1""'--1! for UCRC review, using standardized NTNI language In exceptional cocumstance

and wihile awarting UCO PPTon il. an FO may operate as an 50 of an existing FOP, wath CI11

and CTUC approval

(1 FOUD) In certain instamne i FO may mot ive the resources to become an FOP. In the

mvestigations, an FO may request to be added as an SO under the pertinent FOP (refer t

]—r—rl:

(L) Inmhating an S0

(UVFOUQ) FOs planming to mutiate an SO m
FOP i-!r"rr"l]'!r"ll.ll'f]fJI:'...'-'?.i' e the approval of tl

as Jppropriate :"'1-"1!'1'”’*“':: o work under the auspices of the FOP Tha
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manapement withon the requesting FO

(U/FOUO) The FC requests concurence from the pertment FOP to run 26 an 50 ander @5
operation If the FOP concurs with the request. the case agent requests. uﬁhﬂﬂﬂ .‘
CTUC coordinate with NSLB 1o obtan CTD approval for the mcluson of the new 50 CITU s ﬁ
CTUC documents CT1) approval i EC format and notifies e FO and FOP The FO may sot i
begm operations until official notfication from CTTU or CTUC 18 tecesved e

17.7.6.  (U) Intelligence Dissemination

(UNFOUO) In onder to dhssenunate mtelhipence 1o a forrpn povernment partsery fhe contact
agent will draft an EC denived from OCE, UCE, or CHS reporting and coordmate with fhe case 3
agent of the related mvestgation The FOP wall review the EC and coordenate woth CTTU CTTU

will obtamn designated intellipence disclosure offical (DIDO) approval and coosdanate with the

Legat and the CIA, as specified by applicable MOUs, to dessennate the mtelhigence

(UIFOUQ) The preceding requarement does not prevent the dessermmation of raw meclisgence
information o1 fimshed intellipence products with approprate recipsents. = accosdance with e
DIOG and estabhished Diectorate of Intellipence (D) polscies Al information sharmg oxast be
appropnately documented on an FI)-999. m accordance wath the DIOG

17.7.7. (U) Investigative Work Flow

(U/[FOUQ) Targeting requests or leads from members of the NTNI are sent to the CTTU for
review CTTU assigns the lead to the appropnate FOP or SO The FOP or SO must ensase it 2
proper P1 or full nveshgation 1s open, and the FOP sends the requestmg FO aa EC documestung
its acceptance or rejection of the targeting request

(U//FOUQ) For a lead that has been rejected. the aforementioned EC documents the reason(s) fior r
rejection For a lead that has been accepted, the FOP assigns thus lead to the comtact agent for an ;
appropnate OCE. UCE. or CHS

e (U//FOUO) The contact agent coordinates targeting and mtellpence dessermsnateon with 1
the requesting FO. documents acceptance of the lead and provides the operatsonal G
targeting plan 1n an EC format -

e (U/FOUQ) The contact agent provides the requesting FO wath status updates of the
operational targeting on a penodic basis This 15 documented m EC format 1o the
operational wvestigatrve file and appropniate OCE. UCE. or CHS subdile

(U//FOUO) Intelligence. which mcludes, but 1s not houted to, mmm
reports (IIR). and cables, 1s forwarded 1o CITU for mformanonal All communscations. "
AUOCE UCE.and

-—

N

e

including leads. are posted to the NTNI mvestigative file.
CH ,
file.
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1778 (V) Performance Measures
17781, (U) Statistical Accomplishments

(U/FOUQ) The contact agent 18 requared to review all OCE, UCE, or CHS documentation and
determmine of and when mvestigative accomphishments can be clamed The contact agent wall
clam stanstics for the OCE, UCE, CHS, and for lnmself or herself. The accomphshments are
posted to the FOP's STATS subfile, the substantive mvestigation's subfile, and the NTNI
mvestigative file number, STATS subfile

(1) Other Statistical Accomplishments
(U/FOUO) Under the NTNIL other measures will be estabhished to gauge the performance of
"Es. These wall include measures sumlar to the curvent

[restncted access] form's stahstical accomplishments used for CHSs

(S/REL TO USA_ FVEY) Other specific online parameters are also introduced, including the
duration onlme, the number of postings made, the extrenust online venue 1dennfied (e g . blog or
Web site), and onlime personas created

17.7.9. (1) Franchise Operation Accounting and Budget

(L/FOUO) Each FOP under NTNI assigns an FBI employee to act as the investigation
accountant and/or financial analyst That person 1s responsible for ensunng the FOP 1s compliant
with the puadance set forth i the Confidential Funding Policy Guide (0248 PG)
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